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Abstract. Emerging peerto peer(P2P)applicationshave a requirementfor de-
centralisedaccesscontrol. Computationaltrust systemsaddressthis, achieving
securitythroughcollaboration.This papersurveys currentwork on overlay net-
works, trustandidentity certi�cation. Our focusis on theparticularproblemof
distributing evidencefor usein trust-basedsecuritydecisions.We presenta sys-
tem we have implementedthat solvesthis in a highly scalableway, andresists
attackssuchasfalserecommendationsandcollusion.

1 Intr oduction

1.1 A metaphor for trust-basedsecurity

In thephysicalworld, therearethreemainapproachesto accesscontrol.If we wish to
securea building, we couldlock thedoorandissuekeysonly to thosewhowork in the
building. This makesaccesslessconvenientthough,so it could be betterto leave the
door unlockedandsave time for our legitimateusers.Alternatively, we might choose
to leave thedoor unlockedbut employ a securityguardwho sits in the lobby keeping
an eye on thosewho passby. The guardwon't often have to stopanyonebecausehe
will recognisethosewho work in the building; also he can make an assessmenton
whetherstrangersarea threat,basedon factorssuchasif they arebeingaccompanied
by someonehedoesknow.

In theonlineworld, typically we canonly choosethe�rst two alternatives– either
to securethe resourceand issue(digital) keys to thosewho arepermittedaccess,or
to allow anyoneaccess.Computationaltrust modellingis a way of implementingthe
third option (a decision-makingsecurityguard)in an internetenvironment.For many
applicationsthis enablesa new andmoreacceptablecombinationof securityandcon-
venience.

1.2 Our approach

We form modelsfor trust andrisk in onlineentities,andusethis informationto make
accesscontroldecisions.This is usefulin many applicationdomains,suchasInternet



auctions,spam�ltering, P2Pstorageservicesandso on. A key featureof our model
is its useof recommendationsto exchangetrust informationbetweenprincipals.This
createsa requirementfor aneffective andscalablemechanismto distributesuchinfor-
mationacrossthenetwork.

A typical scenarioinvolvesmillions of principals,mostof whomdonotknow each
other. Patternsof interactionmayberandomandnotexhibit muchlocality of reference.
Furthermore,any informationsentvia the network canbe falsi�ed, including recom-
mendationsandroutinginformation,yet thesystemmustbesecure.

Overlay networks can be usedto provide deterministic,scalabledataaccessfor
P2Papplications.Using suchtechniqueswe can look up any pieceof evidencewith
a logarithmicnumberof messagesandcollateall that is known abouteachprincipal
in behaviour pro�les. We combinethis with a setof Certi�cation Agenciesto limit
attacksby makingit expensiveto obtainextra identities.

Ourprototypeis namedENTRAPPED (Ef�cient Network Trust& Recommendation
Accessby Peer-PeerEvidenceDistribution).

1.3 Example: Inter net Auctions

InternetauctionsitessuchasE-bayarea familiar exampleof e-commercebasedon
trustbetweenmutuallyunknown participants.E-bayworksby allowing buyersto pro-
videfeedbackonsellers(recommendations).In thecaseof seriouscomplaintstheman-
agementcanactto barparticipantsfrom thesite.

Considerwhatwouldhappenif therewerenocentralauthorityto policethesystem,
no humanbeingin thedecisionloop for makingpurchases,andattackerscolludingto
recommendeachother. If wewould likeourmachineto authorisemicropaymentsauto-
maticallywhenwe click on links on theweb,for example(desirablesincepopupwin-
dowsseekingcon�rmation aretediousandtendto bedismissedwithoutmuchthought)
thenthis is exactly thecase.Therestof thispaperaddressesthis typeof scenario.Note
in particularthat readingE-bay reportson sellersand judging their legitimacy is an
AI-completetask,hencedif�cult to automate!

1.4 Trust Application Framework

Thegeneralrequirementsfor applicationsto which this framework canbeappliedare
thatthey shouldconsistof pairwiseinteractions,andthatactionshaveobjectivesuccess
criteria,sowe canexchangeinformationaboutwhathashappened.

All entitiesthatcanexchangeinformation,andit is meaningfulto trustor distrust,
areprincipals. Principalsarepseudonymous;they areauthenticatedandnamedtypi-
cally by public keys, but we don't know their real-world identity. Pairs of principals
may perform actions, suchas exchanginggoodsor opinions.A trust-basedsecurity
decisionmustbemadeby onepartyto determinewhetherto allow eachaction.

Trust is seenas a quanti�ed predictorof the principal's future behaviour based
on evidenceof the outcomesof previous interactions,both from direct observations
and recommendations. The establishedtrust in a principal is usedto determinethe
likelihoodthatthey will performanew actionin acooperativemanner. Thisiscombined
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with the cost of any potentialnegative consequencesand a risk analysisis doneto
determineif they mayproceed.Thedata�ow betweencomponentsis shown in Fig. 1.

2 Background: Overlay Networks

2.1 Distrib uted HashTables

To make trust decisionswe needef�cient randomaccessto evidencethat is widely
distributedthroughoutthenetwork. To solve this problem,it is naturalto applya Dis-
tributed HashTable (DHT), suchas Chord [19], Kademlia [15] or Pastry [16]. We
thereforepauseto considerhow theseoperate.Distributed HashTablesperform the
basicfunction of mappingkeys (associatedwith dataitemsto be accessed)onto host
addresses(suchasIP andport number).In our casethe dataitemsarecollectionsof
trustinformationandthehostsaremembersof theP2Pnetwork.

In anevidencedistribution scenario,it is importantthateachof theN hostsdo not
have to be awareof the identitiesof mostotherhosts,sincethat would requireO(N )
storagepernode.Furthermoreasteadystateis impossiblesincenodesjoin andleavethe
network continuously. Network traf�c mustbekept to a modestnumberof messages,
bothduringdatalookupsandwhennodesareaddedor removed.Thesystemshouldnot
requirea top-level authority(unlike theDNS, for example).

DHT'shave thefollowing usefulproperties:

– Datalookupstake placein logN steps
– Only logN storageis requiredpernodefor routingtables
– Routingtablescanbeupdatedwith logN messageswhennodesarriveor depart
– Thetablecanrestoreconsistency afternodesfail silently
– Dataitemkeysaredistributedevenlyamongstthenodes

The basicoperationis to hashkeys andnodeID' s onto the samelinear (circular)
keyspace,andthenplacedataat thenodewhoseID is numericallyclosestto thatdata's
key. Thelogarithmicpropertiesarisebecauseeachnodemaintainsits own smallrouting
tablecontainingcompleteinformationaboutnearbynodes,but alsoafew routesto more
distantnodes.A targetcanbereachedquickly by startingwith approximate,largehops
andhomingin with smallerones.



To guardagainstunexpectednodefailure, dataitemsare actually replicatedat a
numberof locations(typically threeor more). If nodeID' s areessentiallyrandomit
is convenientto placethe replicason adjacentnodesin the keyspaceso they canall
be locatedwith a singlesearch.Replicationis alsoessentialwhenwe arestoringtrust
information,as it protectsagainsta singlemaliciouspeerchangingtrust information
that it hasbeenassignedto store.The replicationfactorshouldbe setconservatively
to guardagainstsuchattacksoccurringat the sametime asrandomfailures.We will
seehow to protectagainstmaliciouscollectives(multiple attackersactingin concert)
below.

2.2 SecureDHT' s

Theproblemof makinga DHT secure(in thepresenceof deliberateattacks)hasbeen
consideredby Sit andMorris [18] andlargely solvedby Castroet al [5] in thecontext
of securePastry(theirsolutionsarealsoapplicableto otherDHT's).They identify three
requirements:securenodeID assignment,secureroutingtablemaintenanceandsecure
messageforwarding.

Secure nodeID assignment:The�rst stepto makinga DHT secureis to generate
nodeID' s from a hashof theprincipal's IP addressandtheir public key. Linking node
ID' s to the public key meansthat nodescande�nitely prove their identity oncethey
have beencontacted.Includinga hashof the IP addressmakesit hardfor attackersto
assumecontrol of chosenpartsof the keyspace,becausetheir IP addressis veri�able
andthey donothavefreechoiceof addresses.

ChordnodeID' susedin CFS[7]areSHA-1(IPaddress,virtual nodeindex). Virtual
nodeindicesare presentto allow for NAT, but must be small integers,which limits
a node's choiceof ChordID. The authorsobserve that “ownersof large blocksof IP
addressspacetendto bemoreeasilyidenti�able (andlesslikely to bemalicious)”.

Unfortunatelyhowever, IPv6 is likely to give attackersenoughIP addressesto ex-
ceedthe total numberof nodes,whereasDHCP (or mobile clients) and NAT cause
problemsby changingandhiding actualIP addresses.For this reasonCastrorecom-
mendsusingCerti�cation Agencies(CA's) thatsigncerti�catesbindingarandomnode
ID (generatedby theCA) to thepublickey thatspeaksfor it andits IP address.Weshall
havemoreto sayaboutthis in Section4 on Identity.

Secure routing table maintenance: In addition to falsifying applicationdata,a
maliciousnodemaysendincorrectDHT routinginformationto otherparticipants,for
exampleto divertmorequeriesto nodesit controls.Whilst we cannotpreventthis, it is
possibleto ensurethatat mostaknown fractionof routingtableentriesareincorrectat
any time.

Whendesigningrouting table formatsthereis a tradeoff betweenallowing them
to containa numberof possiblealternatives in eachslot, versusspecifyingexactly
which routesmust be referenced.SomeDHT's, suchas Pastry, employ the �e xibil-
ity of theformer in orderto optimiserouteschosenon a geographicalping-timebasis
(the numberof stepsis still logarithmic,but it is considerablyfasterif mosthopsare
not inter-continental).Theproblemwith this is it alsogivesattackersa lot of �e xibility
in substitutingplausible-soundingnext hopaddresseswhich they control.



By contrast,Chord appliesstrongconstraintsto routing table entries:they must
referto theclosestnodeID to a calculatedpoint in thespace.Notethatoncecontacted
a nodecanprove it is closestby sendingits routingtablefor inspection.SecurePastry
aimsfor the bestof bothstylesby providing two routing tables;an ef�cient one,that
takesaccountof geographicproximity, anda constrainedoneto beusedif the former
fails to routecorrectly.

Securemessageforwarding: Routingattackscanbepreventedby sendingrequests
by severaldifferentroutesin parallel.In this way we canbeassuredwith suitablyhigh
probabilitythatat leastonewill reachthetruedestination.Unfortunatelytheextrames-
sagesaddconsiderableoverhead.Castro'ssolutionis to �rst try ef�cient routing,detect
failures,andthenusemoreexpensiveredundantroutingif necessary.

Attacksonroutingtableswhichresultin contactingthewrongnodecanbedetected
by examiningroutingtablesof nodesthat thetargetclaimsarenearby. If they agree,a
comparisonbetweentheir proximity in thekeyspacewith theaveragenetwork density
revealswhetherthetargethasnamedfarawayaccomplicesratherthantrueneighbours.
It is alsonecessaryto maintaina timer that will �re if routing is not successfulfor a
giventime.

3 Computational Trust

Thetrustandrisk modelswe employ arebasedon our experiencewithin theSECURE
project(SecureEnvironmentsfor CollaborationamongUbiquitousRoamingEntities)
[4, 17,11].

3.1 Trust Values

Trust valuesmay be storedin arbitraryformats.For example,Yu andSingh[22] use
belief anddisbeliefvaluesfrom Dempster-Shafertheoryto measuretrust andrecom-
mendations.We believe it is betterto storetheevidenceitself ratherthanderivedtrust
attributes,sincetransformationsloseinformation.For this reasonwe restrictto storing
raw observations,or in theaggregatecaseeventfrequency counts.Probabilities,con�-
denceintervalsandsoforth canbederivedfrom theevidenceby higherlayers;ourgoal
is to distributerelevantinformationin anef�cient andsecureway.

In oursystem,trustvaluesarerepresentedbypairs(m; n), wherem is thenumberof
successfulinteractions(goodoutcomes)andn thenumberof failures(badoutcomes).
Theuseof aDHT givesussuf�cient spaceto recordeachindividualobservation,with-
outany needto amalgamatetheevidence(requiringsummaries).This is becausenodes
are assumedto have, on average,enoughstorageto remembereverything they have
personallyobserved (multiplied by a small constantfactor to handlefault-tolerance
replication),andthis informationis distributedevenlyaroundtheentirenetwork by the
DHT.

3.2 Recommendations

Formally, a recommendationis information passedfrom principal W, the witness,
to principal E, the evaluator, describingtheir judgementof principal S, the subject.



Theuseof recommendationsincreasestheamountof evidencewe have regardingthe
subject's expectedbehaviour, but we mustdecideif we cantrust theadviceitself (see
thenext sectiononmeta-trust).

Onesolutionto scalingthedistribution of recommendationsis to form recommen-
dationchains. Trustchainshave beenanalysedin detailby JøsangandGray[13]. The
dif�culty with recommendationchainsis thatof actually�nding them.

An alternativeis to directly look upall reportsof interactionswith thesubjectandto
makea statisticalassessmentfrom this.Evennewcomersto thesystemcanthendecide
who to trustby correlatingtheopinionsof multiple independentstrangers.A problem
with thestatisticalmethodis thatwewill befooledif all thosewhohaveinteractedwith
thesubjectsofararetheir accomplices(amaliciouscollective).

The essentialproblemof accessingevidenceis that observationsare initially in-
dexedby observer, andneedto belookedupby subject. Furthermoreif thepopulation
is largewe canonly hopeto storepartialinformationateachnode.

3.3 Meta-trust

Our meta-trust (MT) in anotherprincipal measurestheaccuracy of their recommen-
dations.Thevalueof evidencedeliveredby a trustchainis discounted(scaleddown)
at eachstagein thechainby themeta-trustfor eachprincipal in turn. Onepurposeof
meta-trustis to identify principalswho performacceptableinteractions,but give mis-
leadingpositiverecommendationsto aseriesof badcollaborators.Withoutit they could
getawaywith this repeatedlyandgiveatrust“boost” to eachbadnewcomer. It mustbe
trackedindependentlyfrom ordinarytrustsothatsuchbehaviour cannotbemaskedby
numerousrecordsof performinggoodactions.

3.4 Searching for chains

Smallworld theoryhasfoundthat,for certaintypesof grapharisingnaturallyin social
networks,shortchainsof connectionsexist betweenany two individuals,andthatthey
canbe found ef�ciently by a greedyalgorithm.We investigatedwhetherthis canbe
usedto helplocatetrustchains.

The Freenetinformation storagesystem[6] is notablefor searchingalong paths
within a graph.It falls somewherebetweensystemsthat �ood thewholenetwork, and
thosewhich deterministicallyroute to the requireddata.It employs directedrouting
basedon nodes'bestguessesat wherethe datawill be stored,combinedwith back-
trackingif it doesn't happento bethere.Datais cachednearbywhile retrieving it. The
premiseis thatover timenodeswill cometo specialisein partsof thekeyspace,making
searchesmoreef�cient. It providesnoguarantees,sopathsmaybelongandthesystem
will fail to locatedatawhenthemaximumhopcountis exceeeded.

Guidedsearchalgorithmssuchas Freenetand DHT's work by looking up ID' s
which have an order de�ned upon them.A structurecan be imposedon this which
givesa notion of “nearer” and “further away” to guideandprunethe search(this is
deterministicfor DHT's andprobabilisticfor Freenet).In our casetheobjectswe are
looking for arepathsthemselves(we must�nd a routevia thesubgraphof trust rela-
tionships,thestructureof which is outsideour control).Thereis no orderingon paths,



solookingfor chainsreducesto agraphsearchproblem,whichcannotbemadeto scale.
Also, so-called“supernodes”(particularlywell-connectedprincipals)do not helpun-
lessthey arean immediateneighbourof the target – we're still no closerto knowing
which routeto leave themby.

Localities Unrelated
N k Fail Obsd Visit Fail Obsd Visit

64K 3 11% 4% 4 29K 10% 0% 5 40K
64K 5 2% 4% 3 17K 1% 0% 3 35K
64K 10 0% 13% 1 5700 0% 0% 2 35K
64K 20 0% 20% 1 2900 0% 0% 2 31K
1M 3 11% 2% 6 489K 13% 0% 6 688K
1M 5 3% 3% 4 274K 1% 0% 4 614K
1M 10 0% 7% 2 62K 0% 0% 3 585K
1M 20 0% 10% 1 24K 0% 0% 2 544K

N = populationsize,k = averageacquaintances,d = searchdepth,
Fail = chainnon-existance,Obs= directobservations,Visit = nodesvisitedduringsearch

Fig.2. Searching for chains

We ran simulationsto testour conjecture.Fig. 2 shows the resultsof a breadth-
�rst searchfor chainsbetweentwo randomlyselectednodes.We usednetworks with
either64,000or a million nodes.In eachcasewe variedtheaveragenumberof direct
acquaintanceseachprincipal had,from 3 (a sparselyconnectednetwork) up to 20 (a
well connectednetwork). The columnsmarked “Unrelated” refer to networks where
acquaintancesareformedat random,whereas“Localities” arethosewith a signi�cant
amountof clustering(two correspondingbits in the ID numbersof two acquaintances
only differ 10%of thetime,to beprecise).Partnersfor new interactionswerechosenin
thesameway.

Note that whenthe averagenumberof direct acquaintancesis only 3, the search
fails someof the time (no chainconnectingthe two participantsexisted).In the case
of localitieshowever sometimestherewasalreadya direct observation link between
thetwo participants,makinga chainof lengthone;this neverhappenedwith unrelated
acquaintances.The averagesearchdepthto �nd a chain is given by d, andthe exact
numberof nodesvisitedbeforehitting the target in the “Visit” columns.Whennodes
areunrelated,this is generallyabouthalf thepopulation.In thecaseof localitiesit is
lower, andmoresoin graphswith a higherdegreeof connectivity. Unfortunatelyeven
in thebestcasewestill haveto visit thousandsof nodesbeforewe �nd achain.

Our simulationresultssuggestthat shortMT chainsexist, but can't be foundef�-
ciently. If we look for trust chainswe musteither�ood the whole network or accept
a low chanceof �nding a chain.In the light of theseresultswe have chosena statisti-
calmethodfor collectingrecommendationsandevaluatingmeta-trustcalled“behaviour
pro�les”, insteadof building chains.



4 Newcomers,Identity and Sybil Attack Protection

Newcomerspresenta particularproblemfor recommendationsystems.We would like
to allow bona-�denewcomersto startto participate,but alsowithout risking anaction
on anunprovenentity. The Eigentrust[14] systemsolvesthis by directing10%of all
actionsto a pool of newcomers.We couldalsoallow acquaintancesto initially vouch
for themusingpre-trustedpeers(staticallycon�guredandsetperuser, not globally, in
their policy con�guration�les).

Friedmanand Resnickpresenta very thoroughanalysisof “The Social Cost of
CheapPseudonyms” [10] in the context of gametheory. Speci�cally, they look at a
massiveonlinepairwiseprisonersdilemmawith achangingsetof pseudonymousplay-
ers,someof whommay be irrational. It is assumedthat thewhole interactionhistory
is commonknowledge.They notethat suspicionof strangersis costly to society, but
provethatdistrustof newcomersis aninherentcostof easyidentity changes.

4.1 Sybil Attacks

Untrustworthynewcomersarenot tooseriousaproblemif thereareis only oneof them
per attacker. A Sybil Attack [9] is a situationwherebya singlemaliciousparticipant
createsmultiple apparentlyunrelatedidentitiesandusesthemin concertto defeatthe
system.It occurswhenever thereis pseudonymity andno costassociatedwith thefor-
mationof new unlinkedidentities.

We might considerplacingrestrictionson principalswho have recentlyjoined the
system(in achronologicalsense);howevera“Rolling SleepingArmy” attackmaythen
beemployed.In thissituation,anattackercreatesa largenumberof new identitieseach
day, continuesuntil the �rst setof themareeligible to performrisky actionsandthen
deploys themin their respectivebatcheseverydayfrom thenon.

A groupof identitiesunderthe control of a single real-world entity is described
asa collective. In our experiments,for simplicity, thebehaviour of eachmemberof a
collectivefollowsauniformpolicy. Weassumehoweverthatit is impossibleto identify
collectivesby spottingpatterns,sincein reality a largeenoughgroupcouldcon�gure
its interactionsin arbitrarily complicatedandrealistic-lookingways,soasto resemble
a normalpartof thepopulation.

Behaviour pro�les aredirectlysusceptibleto Sybil attacks.MT chainsarealsovul-
nerablesincenew principalsmay initially agreewith your opinionsin order to build
meta-trustchains,andthenstartto mislead.

4.2 Certi�cation Agencies

A Certi�cation Agency (CA) is a specialtrustedentity which signsothers'public keys
to show they arevalid for usein thesystem.NotethataCA is acentralpointof failure,
andhenceundesirable.

Thereis an emerging consensusthat Certi�cation Agenciesin someform arere-
quiredto counterSybil attacks.Douceur[9] hasestablishedthatin theabsenceof CA's
aSybil attackcanundermineanyrecommendationsystem.It shouldbenotedthatCA's



maybe implicit (for exampleCFSusesIP addresses;DNS approachesimplicitly rely
on ICANN asthetrustedagency) aswell asexplicit (suchasVerisign).

Castro[5] notesthatSybil attackprotectioncanbeachievedby charging for iden-
tity certi�cates,or binding themto real-world identities,andsuggeststhat in practice
differentformsof CA areappropriatefor differentsituations.

FriedmanandResnick[10] recommendfreebut unreplaceablepseudonymswhich
they call “once in a lifetime ID' s”. A CA is shown proof of real-life identity before
issuinga singlecorrespondingID. Anonymity is preserved with blind signatures,so
thateventheCA itself doesnotknow themappingbetweenrealidentitiesandkeys,but
canensureit is 1-1. Namesarevalid within different“arenas”(namespacesusedfor
differenttypesof application);this is a tradeoff betweenaccountabilityandanonymity.
Theauthorssuggestauctioningoff theID server franchise.

Beforereturningto Certi�cation Agencieswe �rst considersomepossiblealterna-
tivesfor regulatingthecreationof new identities.

4.3 RateLimits

Therehave beenseveral proposalsfor waysto restrictthe rate at which attackerscan
generatenew identities.A feasiblerate limit would be very usefulaswe could then
quantifyhow muchdamagea limited proportionof attackerscando, andexpressthis
asanoverheadlossexpectedby legitimateprincipals.

HashCash[3] addressesthis by makingit computationallyexpensive to generate
ID' s. To do sooneis requiredto �nd a partialhashcollision, i.e. two numberswhich
matchin a givennumberof bits after passingthrougha one-way function.Onenum-
ber canbe derived from your e-mail address(or in our case,public key, to preserve
anonymity) so thatotherscan't reuseit. Douceur[9] alsoconsidersothertypesof re-
sourcegame,includingthosewhich requirebandwidthor a lot of storagespace.

The problemwith all suchapproaches(taking computationpower asan example)
is thatthepuzzlemustbeeasyenoughfor theslowestlegitimatenodeto solve in a rea-
sonabletime,but hardenoughto seriouslyslow down adeterminedattacker. It doesnot
seemlikely thatthiswill bepossible,particularlygiventhedisparitybetweenresource-
light mobilenodesandthecost-effectivenessof purpose-built cryptohardware.

Anotherpossibility suggestedby Eigentrust[14] andothersis to requirethe user
to solve a CAPTCHA [20] to receive an ID. This is a tasksuchasobfuscatedpicture
recognitionthat a humancanperformwhich requirestoo muchAI for a computerto
solve, therebypreventingautomatedattacks.The dif�culty with this is that a central
componentis requiredto administerthe test; it is unclearhow it could be usedin a
distributedfashion.

For thesereasonswe arenot convincedthat an effective ratelimiting solutionfor
identity generationexistsat present.

4.4 Entry Fees

FreidmanandResnick[10] describeseveraltechniquesfor chargingnewcomersanen-
try feein orderto join thesystem.



Paymentcanbemadeto aspecialagency or distributedamongstthewholepopula-
tion, for example.Of coursetheformeris nota decentralisedsolution,andtakesutility
away from theparticipants.The shared-feesmethodhowever leadsto entitieslurking
in thesystemin a dormantstatesimply to collectentryfees.

Thebiggestproblemis trying to �nd an“optimalentryfee”whenpayoffsarehetero-
geneous.Oneis facedwith a choicebetweenhigh registrationfees,which discourage
poor participants,or the needto set low maximumtransactionamountsto keepthem
below thevalueof anidentity.

An alternative to entryfeesis for newcomersto “pay their dues”by acceptingpoor
treatmentfrom principalswith establishedpositive reputations.For examplethey may
have to pay up front, acceptshippingdelaysor higherprices.Oneproblemwith this
is that for many applicationsit is hardto pay“in kind”. A scenariomayhave arbitrary
non-monetarycosts,for example.Anotherseriousissueis thatcollaboratorsmight“pay
their dues”to eachother.

4.5 ENTRAPPED approach

Our approachis to make large quantitiesof fake ID' s expensive, without needingto
chargefor a reasonablenumberor limiting legitimateparticipantsto a singleID. These
might bedescribedas“few in a lifetime ID' s”

Weachievethisby allowing existingwell-knowncompanies,whomtheparticipants
haveaprior businessrelationshipwith, to actas(multiple)Certi�cation Agencies.They
have alreadyseenparticipants'real IDs andneednot charge a fee sincethis can be
viewed asa “value-added”service.CA's useblind signaturesto preserve anonymity.
Attackerswill �nd it increasinglyexpensive to obtainmoreidentities,sinceeachCA
will only issueoneandthey will runoutof easy-to-obtainsources.

Typicalcompaniesmight includeISP's,banks,phonecompanies,utility companies,
thepostof�ce, vehiclelicensingagency, passportagency, solicitors,Verisign,VISA and
largeshoppingchains.Thecostto attackersis initially dueto theneedto openaccounts
with companiesor payregistrationfees,andeventuallybecomesthecostof fabricating
a completenew identity (forgedpassportetc)in orderto accessanotherbatchof ID' s.

Makingsomeidentitiesfreeis usefulbecauseit ensuresa low costof entry. Allow-
ing usersto have multiple ID' s is very importantsincethey canusedifferentpersonas
for sensitivetopics,suchascommentingonapolitical forumthattheiremployeror state
might disapprove of. Usersmay choosehow they wish to partition their own identity
sincewe donotenforceparticularnamespaceson them.

The restrictionon CA's issuinga secondID is time-based,for exampleone per
year. Thisallows legitimateusersto discardandeventuallyreplacetheir ID' s if they get
stolen,say. AttackerscangetreplacementID' s toobut only ata veryslow rate.

Identity PresentationProtocol An ENTRAPPED identity is a vector, which allows
signaturesfrom multiple CA's to bepresentedat once.Eachprincipalalsohasa list of
CA's which they acceptasvalid. The following processdescribeswhathappenswhen
anidentity is presentedto anotherprincipal:

1. Therequester'spublic key hasbeensignedby variousCA's.



2. CA'spublishnominalvaluepairs(registrationfee,costof real-world credentials).
3. Therecipientmasksoff CA'she/shedoesn't recognise.
4. ComponentCA valuesareadjustedaccordingto local policy (maximumamounts,

etc) andthena combinedID valuefunction is evaluated.This could be a simple
sumof thecomponents,or it mightbesuperlinearsinceextraID' sareprogressively
harderto �nd. It couldalsoinsistthatat leasttwo or morecomponentsmatch.

5. This value is the cost to the requesterif their identity becomesunusabledue to
low trustandMT. If non-zero,it indicatesthemaximumrecommendedtransaction
value.

The third stepis mostimportant– a matchis madebetweentheCA's offeredand
thoserecognisedby therecipient.We anticipatea market for identity servers;agencies
will try to becomesuf�ciently well known that the chanceof being mutually listed
is high. To facilitatecommercewe alsorecommendan API for principalsto publish
whichCA's they accept.Thisgivesrequestersaclueasto which identitiesthey needto
acquire,andletsfriendslearnwhatis consideredvaluableor reputable.

ENTRAPPED is suitablefor a rangeof transactionsizesfrom tiny (micropayments)
up to mediumvalue(a few $100).Freetransactionsarenot relevant,becausethereis
norisk. Largetransactionsareunsafesincethey mayexceedthevalueof identities,but
fortunatelyusersaregenerallyhappy to useconventionalcredit cardmechanismsfor
these,sinceconvenienceis not soimportant.

We also envisageTransactionGuarantors, which are Certi�cation Agenciesthat
alsoprovide insurancefor actions,up to a transactionlimit. Caremustbe taken over
timing attacks– distributedlocks areneededon identitiesduring transactions.Again,
participantswill preferwell-known but alsolowercommissionagencies.

5 The ENTRAPPED Platform

We now describeour solutionfor distributing trustinformation.Our implementationis
built from four maincomponents;aDistributedHashTable,aStatisticalCorrelator, the
SCOP[12]eventssystemanda distributeddatabaseof tablesstoredat eachnode.

5.1 StateTables

ENTRAPPED is designedto work with any DHT. We preferChordor similar, dueto
the availability of neighboursetsfor ef�cient replicalocationandthe strongsecurity
constraintson routing tableentries.Three-way application-level replicationandcom-
parisonis usedto detectattemptsby anattacker to substitutefalseevidencefor a given
key (if they are lucky enoughto control the nodeit hashesto). Eachnodeis respon-
sible for storingseven differenttables;their own personalobservationstogetherwith
behaviour andmeta-trustpro�les for threeotherprincipals.The DHT ensuresthat a
nodecannotpredictwhichsubjectsthey will bemaintainingpro�les for.

Personalobservationsare the most direct and hencemost useful source.If they
exist they are used�rst. Recommendationsare fetchedfrom behaviour pro�les and
weightedequallyfor eachrecommendingprincipal,exceptthosewhich areeliminated



by meta-trust.Meta-trustpro�les tell uswhatis knownabouttheaccuracy of therecom-
mendationsfrom a particularprincipal.They arereplicatedanddistributedin a similar
mannerto behaviour pro�les. Informationfrom meta-trustpro�les is fed back to the
“global outlier” columnin behaviour pro�les.

The formatof behaviour pro�les is shown in Fig. 3. Eachbehaviour pro�le stores
acompletedossieraboutagivenprincipal.For example,Alice'sbehaviour pro�le con-
tainsrecommendationsaboutAlice madeby everybodywho hasinteractedwith her.
This tableis the only informationwhich is neededwhenonemakesa decisionabout
whetherto performanactionwith Alice.

In theexampletable,principalDavid hasbeendetectedasa local outlier givenhis
unusualsuccessrateof 95%(suggestinghe is anaccompliceof Alice). Emily isn't an
outlier with regardto Alice but her meta-trustpro�le hasreportedshewasunreliable
elsewhere,sowe havemarkedherasa globaloutlier. Theremainingrecommendations
from Claire,BobandFredleadto anoverall trustvalueof 6.7%.

Subject Witness Action Success
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0
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Fig.3. Behaviour Pro®leFormat

5.2 Data exchangebetweentables

Fig. 4 showshow datais exchangedbetweenthethreedifferentsortsof table.A row is
copiedfrom anobservationtableto therelevantbehaviour pro�le locationswhenevera
new observationoccurs.Thedestinationis lookedup usingtheDHT sothis is a point-
to-pointoperation(in facttherearethreereplicadestinations,of course).

Whenever the datain a behaviour pro�le changes,the rows with the sameaction
typearecomparedto detectoutlying recommendations.For example,mostof thewit-
nessesmight reporta high proportionof successesbut onewitnessmaystatethat they
hadmany interactionswith thesubjectall of which werefailures.Sucha witnessis an
outlier andis markedassuchin theLocalOutlier column.

Whenthe setof local outliersin a behaviour pro�le changes,the row in question
is sentto the threelocationsof the meta-trustpro�le for that witness.The meta-trust
pro�le is usedto calculateglobal outliers. This is a moreaccuratemeasureof whether
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recommendationsshouldbe believed and it is actually the global outlier statethat is
usedto determinewhich rows in thebehaviour pro�le areincludedin theoverall sum-
mation.

5.3 Implementation

Fig.5 lists theparticipantsin asmalltestrunof 24namedprincipals.For this testthe72
trusttablesall ranin separateprocessesona singlemachine(althoughthey couldhave
beendistributed,of course).Our activity generatorassignsdifferent“personalities”to
eachprincipal,whichgoverntheirbehaviour. Thethird columnof thetableliststhetrust
valuescomputedby the systemfor eachindividual after approximately2500random
interactionshave takenplace.

As expected,goodprincipalshave very high trust valuesandbadonesvery low.
In somecasesthey arenot precisely0 or 100%;this is becausechaoticprincipalsin-
troduceerroneous(random)recommendations.Carelessprincipalsare con�gured to
behavebadlyonetime in ten,which leadsto trustvaluesof approximately90%.

Theright partof Fig. 5 shows theobservationtablefor principalJoe.Joe's person-
ality is good;notehehasencounteredmultiple failuresdealingwith Andy, Jamesand
Martin (all of whomarebad)andoccasionaloneswith Alice andLucy (who areboth
careless).

Fig. 6 showsthebehaviour pro�le for principalGray. Grayis colludingwith Henry
andJessicaand indeedthey are the only principalswho have reportedmultiple suc-
cessesinteractingwith him. Vicky hasreportedone successerroneouslydue to her
chaoticnature.All threehave beendetectedasoutliers,however, as indicatedby the
“Local” (outlier) column.They arethereforenot includedin the trust valuecomputa-
tion for Graywhich is why his valuein Fig. 5 is reportedasanunambiguous0%.



PrincipalPersonalityTrustvalue
Alice Careless 87.5%
Andy Bad 0.7%
Becky Careless 91.0%
Bob Good 98.8%
Cathy Chaotic 91.5%
Claire Tricky 50.4%
Dom Good 98.7%
Gray Colluding 0.0%
Henry Colluding 0.0%
James Bad 0.0%
Jessica Colluding 33.3%
Joe Good 100.0%
Karen Good 98.8%
Laura Good 98.7%
Liz Good 100.0%
Lucy Careless 92.0%
Mark Chaotic 88.9%
Martin Bad 1.2%
Paul Tricky 49.5%
Rachel Good 98.8%
Ruth Good 100.0%
Sarah Good 100.0%
Vicky Chaotic 90.9%
Victor Good 98.8%

Fig.5. Personalitiesand Observation TableSnapshot

Fig.6. Behaviour Pro®leSnapshot



5.4 Action Corr elation

The power of trust-basedaccesscontrol is increasedif we canuseevidencegathered
from oneapplicationto bootstraptrustin another. For example,trustto accessa library
could be initialised from other library domains,from quali�cations, or reportsfrom
employers.A carhire �rm coulduserecommendationsfrom othercarhire companies,
from equipmenthire, driving test reports,car insurancecompanies,credit andpolice
records.

Trust from relatedapplicationsis particularlyusefulwhena principalperformsan
action they haven't donebefore.Otherwisewe would have to concludethere is no
relevantevidenceandfall backon insuranceor thecostof identitycreation.

We supportaction correlationby distributing evidencefor different applications
within thesameframework.Principalscanspecifyin theircontext policy whichactions
they considerrelevant to others.They maychooseto publishthis (which is similar to
sayingthataccessto a resourcecanbe grantedif onepresentsgoodresultsin certain
quali�cations).They mayalsousedataminingon theraw evidenceto generatecontext
policiesif desired.

Weconsidered,but rejected,automaticallyjudgingwhichactionsaresimilarvia sta-
tistical correlationof observations.Eachbehaviour pro�le would contributeonesum-
maryline to a notionalglobalactioncorrelationmatrix,with a columnfor eachtypeof
action.Unfortunately, to performPearsonlinear regressiontestson this matrix would
requireN t storageandN t2 computationsfor N nodesandt actiontypes.Additionally,
sincewe can't appointa centralauthorityto do it, theall-all communicationinvolved
in collectingthis informationwould overloadthenetwork.

6 Applications

The ENTRAPPED architecturehaswide applicability; to demonstratethis we brie�y
describetwo broadapplicationareasfor which thesetechniquesareappropriate.

6.1 CollaborativeOnline Guidebooks

Our �rst applicationareais the generalcategory of collaborative review systems,in
which contributorssubmitratingsof places,productsandsoon. Thesemight include
movies,books,music,websitesandsoon.Our work hasconcentratedspeci�cially on
anAugmentedCity Guide[11] applicationin whichuserscanrateRestaurants,Shops,
AttractionsandAmenities.Virtual post-it notesareplacedaroundthe city describing
differentlocations.

Any numberof peoplecanrateeachplace;whenwe visit somewherenew thesys-
tem mustselectthe reviews that aremostlikely to be reliableandinformative, based
on their contributors' pasthistory. The trustmodelis usedto determinethis. Selected
notesarethendisplayedto theuser.

ENTRAPPED canonly be usedfor objectivemeasurements.This makesit suitable
for modellingreview accuracy but not thepersonaltasteof otherprincipals(in thatcase
the comparisonalgorithmto �nd outlying recommendationswould be meaningless).



As a resultwe donot assesspersonalpreferences,unlike somemusicrecommendation
systems,for example.

The applicationhasoneactionwhich is decidingwhetherto displaya noteby a
given author(effectively the subjectprincipal in the “interaction”). If we choosenot
to, thereis zerocost.If thenoteis displayed,theoutcomesarethat it may beaccept-
ableor inaccurate;costsdependon the principal's aversionto the risk of misleading
information.

In this scenarioprincipalsare likely to have differentdegreesof reliability when
assessingdifferentfeatures(architectureversusrestaurants,for example).This is acco-
modatedby classifyingtopics into separatebut relatedactions.An actioncorrelation
matrix is usedto derive initial trustwhenprincipalsreview previouslyunobservedcat-
egories.

6.2 P2PDistrib uted Backup Service

A very promisingapplicationof peer-to-peernetworks is to provide a distributed,re-
dundant�le backupservice.Clientscanchoosewhichserver(s)to entrusttheir datato,
within costor quotaconstraints.We assumedatais encryptedsothatprivacy is not an
issue.

Therisk analysisfor distributedbackupis atypical; insteadof a pairwisedecision
it is a generaloptimisationproblemto determinewhich server(s) shouldbe chosen,
to minimise the chanceof any databecomingunrecoverable.We may needto trade
storagespaceagainstadditionalreplicasfor safety. Also wemayassigndifferentvalues
to differenttypesof data.

Despitethemorecomplex risk assessment,wecanstill useourevidencedistribution
framework to determineserver reliability. Detailedobservationscan be gainedfrom
periodicprobing,not just in therareeventswhenweneedto actuallyretrievedata.

Measurementsof interestincludeavailability (chanceof �le retrieval in 15 mins),
failure probability (chanceof no �le retrieval within 24 hours)andaccessspeed(aver-
agebytes/sec).Thesecanall betestedandcommunicatedvia theevidencedistribution
mechanism.In practicea backuppolicy would thenbe usedto weight andcombine
theseparameters,togetherwith serverpersistence(its longevity sincejoining thesys-
tem)andservicecostbeforemakinga decision.

An interestingpossibility for makingdecisionsinvolving comparative risk (when
we may choosebetweendifferentcandidatesto interactwith) is to pick hostsprob-
abilistically, so that the more reliableoneshave the greatestchanceof beingchosen
andtheothersa smallerchance.Comparative risk couldalsobe appropriatefor other
applications,suchasmultiplayergaming.

7 Evaluation

7.1 Malicious Collectives

Fig. 7 shows how our systemexposesmaliciouscollectivesover time. For this testwe
created10000principalsof which 2000arehostile.The graphillustratesthe number



of successfulattacksthat have occurredafter a given numberof randominteractions.
We alsovariedthemaximumallowedsizeof maliciouscollectivesfrom 8 to 64princi-
pals.Thenumberof maliciousprincipalsin all casestotal 2000,sofor examplewith a
collectivesizeof 16 thesearesplit into 125independentcolludinggroups.
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Fig.7. Time evolution of attacks fr om malicious collectives

Thegraphshows thatin all casesattacksstartat a linearrateof 20%,sincenoneof
theattackershave beendetected.It startsto level off whenthereareenoughlegitimate
observationsto identify someof thecollectives,andnot long thereaftertheattackshalt
altogether, sinceall theattackingidentitieshave beenexposed.Note that for thesame
numberof hostileprincipalsit takeslongerto detectthem(hence,moresuccessfulat-
tacks)if they areorganisedinto largercollectives.

7.2 Thr eatanalysis

We now describeour threatmodelby enumeratinga largenumberof differentattacks,
with somenotesasto how they canbeneutralised.Theattacker knows theparameters
of thesystemandcantunehisparametersto manipulatetrustandmeta-trust.Wecannot
preventall attacksfrom succeeding,but we canensurethatall attackscostanattacker
morethanthey bene�t them(soit isn't possibleto makea pro�t by cheating).

Human error is a major problemwith securitysystems,especiallyif usersmust
createtheir own policies.ENTRAPPED helpsto avoid this becausethemaintrustcom-
ponentsareshared;everyoneis working from thesamedata,hencealthoughdecisions
aremadeautonomouslythesamecorepolicy canbeusedfor mostclients.Examplesof
user-controlledcon�gurationparametersarepre-trustedpeersandrisk sensitivity.

Software error is a problemwhich scalesbasedon the sizeof the TCB. We can
counterit with simplicity andby providing strategiesfor recoveryin theeventof anex-
ploit. Thetimeoutsonuseridentitieshelpensurethey canbereplacedif compromised.



Identity theft hasa well-de�ned meaninghere– it is achieved by breakinginto
anothermachineandharvestingtheprivatekey (we assumepassphrasesarenot used,
or if they arecanbeobtainedaswell by keyboardsniffers).

Routing attacks targettheP2Poverlaynetwork, andarecounteredby theuseof a
secureDHT.

Bad guysareprincipalswhich alwaysbehave badly, makingthemtheeasiestkind
of attacker to spot!

The Newcomerattack consistsof a principal who joins the system,performsa
singlebad interaction,and then leaves.A strongerversionof this is the Basic Sybil
attack, in which the attacker employs a long seriesof badly behaved principalswith
throwawayID' s.Wecounterwidespreadadoptionof bothof theseby economicmeans,
dueto “few-in-a-lifetime” certi�ed identities.

TheWaiting attack consistsof performingaseriesof goodinteractionsin orderto
build up a positive trustvalue,andthencheating.A strongerversionis theOscillation
attack, wherebythe principal switchesbetweenwell-behaved and hostile modesin
an attemptto manipulateits own trust value. In a variant which we call the Mixed
behaviour attack, theprincipalchoosesamode(cooperateor defect)for eachseparate
interactionprobabilistically. Againtheobjectiveis to manipulatetheirtrustvalueto stay
just below thethresholdfor identi�cation asabadguy.

This hasbeenstudiedin the context of the Eigentrust[14] project, in which the
mosteffectiveprobabiltyof defectingwasfoundto be50%(in thiscasetheirsimulation
measuredthat28% of all interactionsin thesystemwereactuallysuccessfulattacks).
In defencethis strategy comesat a costto themaliciousnodes,sinceperformingsome
goodinteractionsmaybeundesirablefor them;however this is application-dependent
andwill notalwaysbethecase.

Miscon�guration andChaotic behaviour attacks leadto eitherrandomor con-
stant,incorrectbehaviour.

Carelessnessis not strictly speakingan attack,but may be even more common
in practice.Carelessprincipalsaregenerallygoodbut suffer from “trembles”,which
meansthey will occasionallybehavebadlyby mistake (at random).Our systemis able
to distinguishclearlybetweencarelessandbadprincipals(in fact in theexperimentof
Fig. 7 the“good” principalswereall modelledascareless10%of thetime).

Peer-speci�c attack: Pseudonymity shouldprevent an attacker matchingthe real
identity of principalsandhenceattackinga namedtarget (but seeconcernsunderpri-
vacy attackbelow). Howeveranattackingnodemighttry apolicy whichinvolvescheat-
ing only a subsetof otherprincipals(sayarbitrarily thosewhoseID' s equal0 modulo
4), sothattherestgive it goodrecommendations.

A Collusion Clique is anattackon therecommendationsystemusingfalsepraise.
All principalsin a cliquebehave badly, but provideartici�ally goodrecommendations
for eachother.

Collusion with Supporters is a moresubtleapproachwherebyjust oneprincipal
behavesbadly, andthe othersin thecollective simply recommendit (they may them-
selvesnot performany actionsor performgoodones,dependingon the application).
Note thatsystemswhich do not have a separatemeta-trustconceptsuchas[14] never
discoversupporters,makingthisattackmoreeffective.



Collusion with Camouflageis a combinationof supportersandmixedbehaviour
in which theactive principalonly misbehavessomeof thetime(andthesupportersnot
at all) in orderto try andescapedetectionwhilst makinga pro�t.

Defamation consistsof attackinga goodprincipal's reputation.This attackis one
reasonwhy we cannotsimply treat any negative recommendationsas proof that the
subjectis bad(anotherreasonis trembles,asdescribedundercarelessnessabove).

An Indir ect Sybil attack involvesa streamof colluding recommendersboosting
thetrustof onebadlybehavedprincipal;A General Sybil attack might includemany
teamsof colludingrecommendersandarbitrarynumbersof badlybehavedprincipals.
Thesearebothlimited by identity certi�cation.

Privacy attack: Behaviour pro�les reveal a greatdeal of information aboutthe
interactionpatternfor a principal. If they canbe correlatedwith someexternalpiece
of known data(perhapsa shipmentof a certainsizelast week,or anexpectedpattern
of suppliers),a correspondencewith a real identity might be established.Even with-
out this, anonymous“shoppingpattern”informationcanbe collected,correlatedwith
known demographicsandprincipalstreateddifferentlyon thisbasis.

ENTRAPPED providesapartialdefenceagainstprivacy attacksby maskingoff prin-
cipal ID' s in behaviour pro�les whenthey aremadevisible to the network. The sta-
tistical trustvaluecalculationonly requiresthatusersknow thepatternof interactions,
not who observed them.Only the threereplica nodeswho are randomlyassigneda
givenbehaviour pro�le canseethe realnodeID' s. Dataintegrity is ensuredsincethe
identity-maskedcopiescanbecompared;if thepatternis not thesamethentampering
hasoccurred.

Denial of service attacks arepossibleat the network layer, DHT layer, evidence
distribution layer, and/orapplicationlayer. Caremustbe taken so that DoS againsta
third partycannotmisleada targetandcauseincorrectdecisionsto bemade,aswell as
merelypreventingactions.

We have alreadyseenthat Resource costs(CPU, storage,connectivity) for each
nodeareacceptable.A largerissueis thatof Deploymentcosts. In particulara critical
massuser-basemayberequiredfor adequatefunctioning.Oursystemhelpsaddressthis
by warningwhenthereis insuf�cient evidenceto makea decision.

8 RelatedWork

Abdul-RahmanandHailes[1] haveidenti�ed similarconceptsto trustandmeta-trust,as
well asrecommendationsandtrustcategories(theirnamefor trustin differentactions).
However they have a very basicnotionof trust value,with only a few possiblestates,
andthelackof anef�cient distributionsystemmakestheir trustchainsandrevocations
unconvincing.

AbererandDespotovic [2] presentanef�cient, scalablepeerto peerevidenceloca-
tor, basedon their “P-Grid” datastructure.They monitor“complaints”betweenprinci-
palswhich have interactedandprovide a numberof replicasof the informationtuned
to provideacceptablefault-tolerance.Unfortunatelythey don't considerroutingattacks
or differenttypesof action,anddon't distinguishtrustandmeta-trust.



Thework by Xiong andLiu [21] is similar to our own. They advocatetheuseof an
overlaynetwork to locatewhatwecall behaviour pro�les, in apeerto peerenvionment.
Their implementationusesa P-Grid. They also recognisethat recommendersshould
not bebelievedto anequaldegree,but rely on a cachefor this informationratherthan
distributingmeta-trust.

The Cooperative File System[7] (CFS)is not a trust-basedsystem,but hasmany
relevantproperties.It is built on a DHT (Chord).Files aredivided into blockswhich
arereplicatedonseveraladjacentsuccessorsof thekey value.CFSdoesn't useCA's,so
disk quotasareenforcedperclient IP address.Eachserver appliesthequotarule inde-
pendently, sothemaximumstorageperIP addressincreaseslinearlywith thenumberof
CFSservers.This couldbe�x edby applyinganadaptive limit basedon thenumberof
serversin thewholenetwork.CFSestimatesthetotalnumberof nodesby extrapolating
from thenearbynodedensityin thering.

TheEigenTrust[14] projectis closestto ourapproach,in particularusingbehaviour
pro�les in muchthesameway. This is donein thecontext of a �le-sharing application.
It solvestheproblemof �nding trustchains(transitive trust)by iteratively multiplying
a global trust matrix until it converges.We believe this createsa scalabilityproblem,
however. Everyonehasto participatein calculatingtheglobal trust in lock step,which
createsinter-dependency anda lot of communication.No distinctionis madebetween
trustandmeta-trust;thealgorithmrequiresa setof globally pre-trustedpeersto break
attacksby maliciouscollectives.

9 Conclusion

We have createda mechanismfor the distribution of trust information,using a Dis-
tributedHashTableto storestatisticalBehaviourPro�les.

The systemreturnsall that hasbeenobserved abouta given principal in log N
steps.All trust valuesarepre-computedanddo not requirea processof convergence
over multiple iterations.Thereis a distributed,sharedevaluationof the accuracy of
recommendations(meta-trust).Trustandmeta-trustarerepresenteddistinctly.

Thesystemdoesnotdependoncaches(whichrequirelocality of referenceamongst
accesses)or trustchains,whichwehaveshown cannotbefoundef�ciently . It is scalable
to verylargepopulations:there'snocentralisedcomponent,nomulticastmessages,and
thestoragerequirementspernodearemodest.

Thesystemappliesto any kind of evidence-basedapplication.Certi�cation Agen-
ciesareusedto protectagainstSybil attacksby creating“few in a lifetime ID' s”. Mul-
tiple CA's aresupportedvia vectorID' s. Finally it hasbeendesignedto be reliablein
thepresenceof a rangeof deliberateattacks,andto protectparticipants'privacy.

Acknowledgements:This work was fundedby the EuropeanCommissionInfor-
mationSocietyTechnologiesSECUREproject,IST-2001-32486.I would like to thank
my colleaguesat theUniversityof CambridgeComputerLaboratory, at BRICSin the
University of Aarhus,the Trinity College Dublin DSG, Universit́e de Gen�eve Object
SystemsGroupandSmartLabat theUniversityof Strathclyde.



References

1. A. Abdul-Rahman,S. Hailes.ªUsingRecommendationsfor ManagingTrust in Distributed
Systemsº.Proceedingsof theIEEEIntl. Conferenceon Communication,Malaysia,Novem-
ber1997.

2. K. Aberer, Z. Despotovic. ªManagingTrustin a Peer-2-PeerInformationSystemº.Proceed-
ingsof the10thIntl. Conferenceon InformationandKnowledgeManagement,2001.

3. A. Back.ªHashcash- A Denialof ServiceCounter-Measureº.
http://www.hashcash.org

4. V. Cahill, et al. ªUsingtrust for securecollaborationin uncertainenvironmentsº.IEEE Per-
vasive Computing,2(3):52-61,August2003.

5. M. Castro,P. Druschel,A. Ganesh,A. Rowstron,D. Wallach.ªSecureroutingfor structured
peer-to-peeroverlay networksº.Proceedingsof the 5th Usenix Symposiumon Operating
SystemsDesignandImplementation,Boston,December2002.

6. I. Clarke,O. Sandberg, B. Wiley, T. Hong.ªFreenet:A DistributedAnonymousInformation
StorageandRetrieval Systemº.Proc.ICSI Workshopon DesignIssuesin Anonymity and
Unobservability, 2000.

7. F. Dabek,F. Kaashoek,D. Karger, R. Morris, I. Stoica.ªWide-areacooperative storagewith
CFSº.Proc.18thACM SymposiumonOSPrincipals(SOSP'01), October2001.

8. N. Dimmock,I. Maddison.ªPeer-to-PeerCollaborative SpamDetectionº.ACM Crossroads
Magazine,Dec2004.

9. J. Douceur. ªThe Sybil Attackº. Proc. 1st Intl Workshop on Peer-to-Peer Systems
(IPTPS'02),March2002.

10. E. Friedman,P. Resnick.ªTheSocialCostof CheapPseudonymsº.Journalof Economics
andManagementStrategy 10(2):173-199,2001.

11. D. Ingram. ªTrust-basedFiltering for AugmentedRealityº.1st Intl. Conferenceon Trust
Management,Crete,May 2003.

12. D. Ingram.ªTheSCOPEventsLibraryº.
http://www.srcf.ucam.org/˜dmi1000/scop/ index. html

13. A. Jøsang,E. Gray, M. Kinateder. ªAnalysingTopologiesof Transitive Trustº.Proc.Work-
shopFormalAspectsof SecurityandTrust(FAST), September2003.

14. S. Kamvar, M. Schlosser, H. Garcia-Molina.ªThe EigenTrust Algorithm for Reputation
Managementin P2PNetworksº.Proc.12thIntl WWW Conference,May 2003.

15. P. Maymounkov, D. Mazi�eres.ªKademlia:A Peer-to-peerInformationSystemBasedon the
XOR Metricº.Proceedingsof the1stIntl. WorkshoponPeer-to-PeerSystems,March2002.

16. A. Rowstron,P. Druschel.ªPastry:Scalable,decentralizedobject locationandrouting for
large-scalepeer-to-peersystemsº.Proceedingsof the 18th Intl. Conferenceon Distributed
SystemsPlatforms(Middleware),Germany, November2001.

17. SECURE:SecureEnvironmentsfor CollaborationamongUbiquitousRoamingEntities.EU
ProjectIST-2001-32486,December2002.http://secure.dsg.cs.tcd.ie/

18. E. Sit, R. Morris. ªSecurityConsiderationsfor Peer-to-PeerDistributedHashTablesº.Proc.
1stIntl Workshopon Peer-to-PeerSystems(IPTPS'02),March2002.

19. I. Stoica,R. Morris, D. Liben-Nowell, D. Karger, M. Kaashoek,F. Dabek,H. Balakrishnan.
ªChord:A ScalablePeer-to-peerLookupServicefor InternetApplicationsº.Proceedingsof
theACM SIGCOMM Conference,SanDiego,August2001.

20. B. Watson.ªBeyondIdentity:AddressingProblemsthatPersistin anElectronicMail System
with ReliableSenderIdenti�cationº.1stConferenceonEmailandAnti-Spam(CEAS),2004.

21. L. Xiong, L. Liu. ªBuilding Trust in DecentralizedPeer-to-PeerElectronicCommunitiesº.
5th InternationalConferenceonElectronicCommerceResearch,October2002.

22. B. Yu, M. Singh.ªAn EvidentialModel of DistributedReputationManagementº.Proc.1st
Intl. JointConferenceon AutonomousAgentsandMultiAgent Systems,Italy, July2002.


