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Abstract. Emenging peerto peer(P2P)applicationshave a requiremenfor de-

centralisedaccesscontrol. Computationatrust systemsaddresghis, achieving

securitythroughcollaboration.This papersuneys currentwork on overlay net-

works, trustandidentity certi cation. Our focusis on the particularproblemof

distributing evidencefor usein trust-basedecuritydecisionsWe present sys-
tem we have implementedhat solvesthis in a highly scalableway, andresists
attackssuchasfalserecommendationandcollusion.

1 Intr oduction

1.1 A metaphor for trust-basedsecurity

In the physicalworld, therearethreemainapproacheto accesontrol. If we wishto
securea building, we couldlock the doorandissuekeys only to thosewho work in the
building. This makesaccesdesscornvenientthough,soit could be betterto leave the
door unlocked andsave time for our legitimate users.Alternatively, we might choose
to leave the door unlocked but employ a securityguardwho sitsin the lobby keeping
an eye on thosewho passby. The guardwon't often have to stoparnyone becauséhe
will recognisethosewho work in the building; also he can make an assessmerdn
whetherstrangersareathreat,basedon factorssuchasif they arebeingaccompanied
by someonéne doesknow.

In the onlineworld, typically we canonly choosehe rst two alternatves— either
to securethe resourceandissue(digital) keys to thosewho are permittedaccesspr
to allow anyoneaccessComputationatrust modellingis a way of implementingthe
third option (a decision-makingsecurityguard)in aninternetervironment.For mary
applicationghis enablesa new andmoreacceptableombinationof securityandcon-
venience.

1.2 Our approach

We form modelsfor trust andrisk in online entities,andusethis informationto make
accesgontrol decisionsThis is usefulin mary applicationdomainssuchasInternet



auctions,spam ltering, P2Pstorageservicesandsoon. A key featureof our model
is its useof recommendationgo exchangerustinformationbetweerprincipals.This
createsa requiremenfor an effective andscalablemechanisno distribute suchinfor-
mationacrosghe network.

A typical scenaridnvolvesmillions of principals,mostof whomdo notknow each
other Patternsof interactionmayberandomandnot exhibit muchlocality of reference.
Furthermoreary informationsentvia the network canbe falsi ed, including recom-
mendationandroutinginformation,yet the systenmustbe secure.

Overlay networks can be usedto provide deterministic,scalabledataaccessor
P2Papplications Using suchtechniquesve canlook up ary pieceof evidencewith
a logarithmicnumberof messageandcollateall thatis known abouteachprincipal
in behaviour pro les. We combinethis with a setof Certi cation Agenciesto limit
attackshy makingit expensveto obtainextraidentities.

Our prototypeis namedENTRAPPED (Ef cient Network Trust& Recommendation
Accesshy PeerPeerkEvidenceDistribution).

1.3 Example: Inter net Auctions

Internetauctionsitessuchas E-bay are a familiar example of e-commerceébasedon
trustbetweenmutually unknown participants E-bayworks by allowing buyersto pro-
vide feedbaclon sellers(recommendations)n the caseof seriouscomplaintshe man-
agementanactto bar participantdrom thesite.

Considemwhatwould happerif therewereno centralauthorityto policethesystem,
no humanbeingin the decisionloop for makingpurchasesandattaclerscolludingto
recommenaachother If we would like our machineto authorisemicropaymentsuto-
maticallywhenwe click on links on theweb, for example(desirablesincepopupwin-
dows seekingcon rmation aretediousandtendto be dismissedvithout muchthought)
thenthisis exactly the case Therestof this paperaddressethis type of scenarioNote
in particularthat readingE-bay reportson sellersand judging their legitimagy is an
Al-completetask,hencedif cult to automate!

1.4 Trust Application Framework

The generalrequirementsor applicationgo which this framavork canbe appliedare
thatthey shouldconsistof pairwiseinteractionsandthatactionshave objective success
criteria,sowe canexchangeanformationaboutwhathashappened.

All entitiesthatcanexchangeinformation,andit is meaningfulto trustor distrust,
areprincipals. Principalsare pseudogmous;they are authenticateénd namedtypi-
cally by public keys, but we don't know their real-world identity. Pairs of principals
may performactions, suchas exchanginggoodsor opinions.A trust-basedsecurity
decisionmustbe madeby onepartyto determinevhetherto allow eachaction.

Trust is seenas a quanti ed predictorof the principal's future behaiour based
on evidence of the outcomesof previous interactions poth from direct obsewations
and recommendations The establishedrustin a principal is usedto determinethe
likelihoodthatthey will performanew actionin acooperatremannerThisis combined
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with the costof ary potentialnegative consequenceand a risk analysisis doneto
determindf they mayproceedThedata ow betweercomponentss shavnin Fig. 1.

2 Background: Overlay Networks

2.1 Distributed Hash Tables

To malke trust decisionswe needef cient randomaccesdo evidencethat is widely
distributedthroughouthe network. To solve this problem,it is naturalto applya Dis-
tributed Hash Table (DHT), suchas Chord [19], Kademlia[15] or Pastry [16]. We
thereforepauseto considerhow theseoperate Distributed Hash Tablesperform the
basicfunction of mappingkeys (associatedvith dataitemsto be accessedpnto host
addressegsuchas|P andport number).In our casethe dataitems are collectionsof
trustinformationandthe hostsaremembersf the P2Pnetwork.

In anevidencedistribution scenariojt is importantthateachof theN hostsdo not
have to be aware of the identitiesof mostotherhosts,sincethatwould requireO(N )
storagepernode.Furthermore steadystateis impossiblesincenodegoin andleave the
network continuously Network traf c mustbe keptto a modestnumberof messages,
bothduringdatalookupsandwhennodesareaddedor removed.Thesystenshouldnot
requireatop-level authority(unlike the DNS, for example).

DHT's have thefollowing usefulproperties:

— Datalookupstake placein logN steps

— OnlylogN storagds requiredpernodefor routingtables

— Routingtablescanbe updatedvith logN messagewhennodesarrive or depart
— Thetablecanrestoreconsisteng afternodedfail silently

— Dataitemkeys aredistributedevenly amongsthenodes

The basicoperationis to hashkeys andnodelD's onto the samelinear (circular)
keyspaceandthenplacedataat thenodewhoselD is numericallyclosesto thatdatas
key. Thelogarithmicpropertiesarisebecauseachnodemaintaingdts own smallrouting
tablecontainingcompletenformationaboutnearbynodesput alsoafew routesto more
distantnodes A targetcanbereachedjuickly by startingwith approximatelargehops
andhomingin with smallerones.



To guardagainstunexpectednodefailure, dataitems are actually replicatedat a
numberof locations(typically threeor more).If nodelD's are essentiallyrandomit
is corvenientto placethe replicason adjacentnodesin the keyspaceso they canall
be locatedwith a singlesearchReplicationis alsoessentialvhenwe arestoringtrust
information,asit protectsagainsta single maliciouspeerchangingtrustinformation
thatit hasbeenassignedo store.The replicationfactorshouldbe setconsenratively
to guardagainstsuchattacksoccurringat the sametime asrandomfailures.We will
seehow to protectagainstmaliciouscollectives (multiple attaclersactingin concert)
below.

2.2 SecureDHT's

The problemof makinga DHT securg(in the presencef deliberateattacks)hasbeen
consideredy Sit andMorris [18] andlargely solved by Castroet al [5] in the context
of securePastry(their solutionsarealsoapplicableto otherDHT's). They identify three
requirementssecurenodelD assignmentsecureaoutingtablemaintenancandsecure
messagéorwarding.

Secur nodeID assignment:The rst stepto makinga DHT secures to generate
nodelD's from a hashof the principal's IP addressandtheir public key. Linking node
ID's to the public key meansthat nodescande nitely prove their identity oncethey
have beencontactedIncluding a hashof the IP addressnakesit hardfor attaclersto
assumecontrol of chosenpartsof the keyspace pecauseheir IP addresss veri able
andthey do not have free choiceof addresses.

ChordnodelD' susedin CFS[7]areSHA-1(IPaddressyirtual nodeindex). Virtual
nodeindicesare presentto allow for NAT, but mustbe small integers,which limits
a nodes choiceof ChordID. The authorsobsene that “ownersof large blocks of 1P
addresspaceendto be moreeasilyidenti able (andlesslikely to be malicious)”.

Unfortunatelyhowever, IPv6 is likely to give attaclersenoughlP addresseto ex-
ceedthe total numberof nodes,whereasDHCP (or mobile clients) and NAT cause
problemsby changingand hiding actual P addressed-or this reasonCastrorecom-
mendsusingCerti cation Agencie CA's) thatsigncerti catesbindingarandomnode
ID (generatedby the CA) to thepublickey thatspeakdor it andits IP addressWe shall
have moreto sayaboutthisin Section4 on Identity.

Secur routing table maintenance: In additionto falsifying applicationdata,a
maliciousnodemay sendincorrectDHT routinginformationto otherparticipantsfor
exampleto divertmorequeriesto nodest controls.Whilst we cannotpreventthis, it is
possibleto ensureghatat mosta known fraction of routingtableentriesareincorrectat
ary time.

When designingrouting table formatsthereis a tradeof betweenallowing them
to containa numberof possiblealternatvesin eachslot, versusspecifying exactly
which routesmust be referencedSomeDHT's, suchas Pastry employ the e xibil-
ity of theformerin orderto optimiserouteschosernon a geographicaping-timebasis
(the numberof stepsis still logarithmic,but it is considerablyfasterif mosthopsare
notinter-continental) The problemwith thisis it alsogivesattaclersalot of e xibility
in substitutingplausible-soundingext hopaddressewhich they control.



By contrast,Chord appliesstrong constraintsto routing table entries:they must
referto the closestodelD to a calculatedoointin the space Note thatoncecontacted
anodecanproveit is closesthy sendingits routingtablefor inspection. SecurePastry
aimsfor the bestof both stylesby providing two routing tables;an ef cient one,that
takesaccountof geographigroximity, anda constrainedneto be usedif the former
failsto routecorrectly

Securemessagdorwarding: Routingattackscanbepreventedby sendingequests
by severaldifferentroutesin parallel.In this way we canbeassuredvith suitablyhigh
probabilitythatatleastonewill reachthetruedestinationlUnfortunatelythe extrames-
sageaddconsiderableverheadCastros solutionis to rst try ef cient routing,detect
failures,andthenusemoreexpensve redundantoutingif necessary

Attacksonroutingtableswhichresultin contactinghewrongnodecanbedetected
by examiningroutingtablesof nodesthatthetargetclaimsarenearby If they agreea
comparisorbetweertheir proximity in the keyspacewith the averagenetwork density
revealswhetherthe tagethasnamedfaravay accomplicesatherthantrue neighbours.
It is alsonecessaryo maintaina timer thatwill re if routingis not successfufor a
giventime.

3 Computational Trust

Thetrustandrisk modelswe employ arebasedon our experiencewithin the SECURE
project(SecureEnvironmentsfor CollaborationamongUbiquitousRoamingEntities)
[4,17,11].

3.1 Trust Values

Trust valuesmay be storedin arbitraryformats.For example,Yu and Singh[22] use
belief anddisbeliefvaluesfrom DempstetShafertheoryto measuregrustandrecom-
mendationsWe believe it is betterto storethe evidenceitself ratherthanderivedtrust
attributes,sincetransformationgoseinformation.For this reasorwe restrictto storing
raw obsenations,or in the aggre@atecaseeventfrequeny counts.Probabilitiescon -
dencentervalsandsoforth canbederivedfrom theevidenceby higherlayers;ourgoal
is to distributerelevantinformationin anef cient andsecureway.

In oursystemfrustvaluesarerepresentely pairs(m; n), wherem is thenumberof
successfuinteractionggoodoutcomeshandn the numberof failures(badoutcomes).
Theuseof aDHT givesussufcient spaceo recordeachindividual obsenation,with-
outary needto amalgamat¢he evidence(requiringsummaries)This is becaus@odes
areassumedo have, on average,enoughstorageto remembereverythingthey have
personallyobsened (multiplied by a small constantfactor to handlefault-tolerance
replication),andthis informationis distributedevenly aroundthe entirenetwork by the
DHT.

3.2 Recommendations

Formally, a recommendationis information passedrom principal W, the witness
to principal E, the evaluator, describingtheir judgementof principal S, the subject



The useof recommendationsicreaseshe amountof evidencewe have regardingthe
subjects expectedbehaviour, but we mustdecideif we cantrustthe adviceitself (see
thenext sectionon meta-trust).

Onesolutionto scalingthe distribution of recommendationis to form recommen-
dationchains Trustchainshave beenanalysedn detail by JgsangndGray[13]. The
dif culty with recommendatiophainsis thatof actually nding them.

An alternatveis to directly look up all reportsof interactionswith the subjectandto
malke a statisticalassessmeritom this. Evennewcomerso the systemcanthendecide
who to trustby correlatingthe opinionsof multiple independenstrangersA problem
with thestatisticaimethodis thatwe will befooledif all thosewho haveinteractedwith
thesubjectsofar aretheiraccomplicega maliciouscollective).

The essentialproblemof accessingvidenceis that obsenationsare initially in-
dexedby observerandneedto belooked up by subject Furthermoref the population
is largewe canonly hopeto storepartialinformationat eachnode.

3.3 Meta-trust

Our meta-trust (MT) in anothermrincipal measureshe accurag of their recommen-
dations.The valueof evidencedeliveredby a trustchainis discounted(scaleddown)
at eachstagein the chainby the meta-trusffor eachprincipalin turn. One purposeof
meta-trusts to identify principalswho performacceptablénteractions put give mis-
leadingpositive recommendation® aseriesof badcollaboratorsWithoutit they could
getaway with thisrepeatedlyandgive atrust“boost” to eachbadnencomer It mustbe
trackedindependentlyrom ordinarytrustsothatsuchbehaiour cannotbe masled by
numerousecordsof performinggoodactions.

3.4 Searching for chains

Smallworld theoryhasfoundthat,for certaintypesof grapharisingnaturallyin social
networks, shortchainsof connectiongxist betweenrary two individuals,andthatthey
canbe found ef ciently by a greedyalgorithm.We investigatedvhetherthis can be
usedto helplocatetrustchains.

The Freenetinformation storagesystem[6] is notablefor searchingalong paths
within a graph.lt falls somavherebetweersystemshat ood thewhole network, and
thosewhich deterministicallyroute to the requireddata.lt employs directedrouting
basedon nodes'bestguessest wherethe datawill be stored,combinedwith back-
trackingif it doesnt happerto bethere.Datais cachedchearbywhile retrieving it. The
premiseis thatovertime nodeswill cometo specialisen partsof thekeyspacemaking
searchesnoreef cient. It providesno guaranteessopathsmaybelong andthe system
will fail to locatedatawhenthe maximumhop countis exceeeded.

Guidedsearchalgorithmssuch as Freenetand DHT's work by looking up ID's
which have an order de ned uponthem. A structurecan be imposedon this which
givesa notion of “nearer” and “further away” to guide and prunethe search(this is
deterministicfor DHT's and probabilisticfor Freenet)In our casethe objectswe are
looking for are pathsthemseles(we must nd aroutevia the subgraptof trustrela-
tionships,the structureof which is outsideour control). Thereis no orderingon paths,



solookingfor chainsreducedo agraphsearctproblem whichcannotbemadeto scale.
Also, so-called‘supernodes”(particularlywell-connectegrincipals)do not help un-
lessthey are animmediateneighbourof the target— we're still no closerto knowing
whichrouteto leave themby.

Localities Unrelated

N k | Fail Obsd Visit | Fail Obsd Visit
64K 3| 11% 4% 4 29K | 10% 0% 5 40K
64K 5| 2% 4% 3 17K 1% 0% 3 35K
64K 10| 0%13%1 5700| 0% 0% 2 35K
64K 20| 0%20%1 2900| 0% 0% 2 31K
IM 3| 11% 2% 6 489K | 13% 0% 6 688K
IM 5| 3% 3%4274K | 1% 0% 4 614K
IM10| 0% 7%2 62K | 0% 0% 3 585K
IM20 | 0%10%1 24K | 0% 0% 2 544K

N = populationsize,k = averageacquaintancesl = searchdepth,
Fail = chainnon-e&istance Obs= directobserations,Visit = nodesvisitedduringsearch

Fig. 2. Searching for chains

We ran simulationsto testour conjecture Fig. 2 shaws the resultsof a breadth-

rst searchfor chainsbetweentwo randomlyselectechodes.We usednetworks with
either64,0000r a million nodes.In eachcasewe variedthe averagenumberof direct
acquaintancesachprincipal had,from 3 (a sparselyconnectechetwork) up to 20 (a
well connectechetwork). The columnsmarked “Unrelated” refer to networks where
acquaintanceareformedat random,whereas’Localities” arethosewith a signi cant
amountof clustering(two correspondingdits in the ID numbersof two acquaintances
only differ 10%of thetime, to be precise)Partnerdfor new interactionsverechosern
thesameway.

Note that whenthe averagenumberof direct acquaintances only 3, the search
fails someof the time (no chainconnectingthe two participantsexisted).In the case
of localities however sometimegherewas alreadya direct obsenation link between
thetwo participantsmakinga chainof lengthone;this never happenedvith unrelated
acquaintanceslhe averagesearchdepthto nd a chainis given by d, andthe exact
numberof nodesvisited beforehitting the targetin the “Visit” columns.Whennodes
areunrelatedthis is generallyabouthalf the population.In the caseof localitiesit is
lower, andmoresoin graphswith a higherdegreeof connectvity. Unfortunatelyeven
in the bestcasewe still haveto visit thousand®f nodesheforewe nd achain.

Our simulationresultssuggesthat shortMT chainsexist, but can't be found ef -
ciently. If we look for trust chainswe musteither ood the whole network or accept
alow chanceof nding achain.In thelight of theseresultswe have chosera statisti-
calmethodfor collectingrecommendationsndevaluatingmeta-trustalled“behaviour
pro les”, insteadof building chains.



4 Newcomers,dentity and Sybil Attack Protection

Newcomerspresenta particularproblemfor recommendatiosystemsWe would like
to allow bona- de newcomersto startto participate but alsowithout risking anaction
on anunprovenentity. The Eigentrusf14] systemsolvesthis by directing10% of all
actionsto a pool of newcomersWe could alsoallow acquaintance® initially vouch
for themusingpre-trustecpeers(staticallycon gured andsetperuser not globally, in
their policy con guration les).

Friedmanand Resnickpresenta very thoroughanalysisof “The Social Cost of
CheapPseudoyms” [10] in the context of gametheory Speci cally, they look at a
massve online pairwiseprisonerdilemmawith achangingsetof pseudogmousplay-
ers,someof whom may be irrational. It is assumedhatthe whole interactionhistory
is commonknowledge.They notethat suspicionof strangerss costly to society but
provethatdistrustof nenvcomerss aninherentcostof easyidentity changes.

4.1 Sybil Attacks

Untrustworthy newvcomersarenottoo seriousaproblemif thereareis only oneof them
per attacler. A Sybil Attack [9] is a situationwherebya single maliciousparticipant
createganultiple apparentlyunrelateddentitiesandusesthemin concertto defeatthe
systemlt occurswhenever thereis pseudogmity andno costassociatedvith the for-
mationof new unlinkedidentities.

We might considerplacingrestrictionson principalswho have recentlyjoined the
system(in achronologicakense)howevera“Rolling SleepingArmy” attackmaythen
beemployed.In this situation,anattacler creates largenumberof new identitieseach
day, continuesuntil the rst setof themareeligible to performrisky actionsandthen
deploysthemin theirrespectie batchesvery dayfrom thenon.

A group of identitiesunderthe control of a single real-world entity is described
asa collective. In our experimentsfor simplicity, the behaiour of eachmemberof a
collective follows auniform policy. We assuménoweverthatit is impossibleto identify
collectiveshy spottingpatternssincein reality a large enoughgroup could con gure
its interactiondn arbitrarily complicatedandrealistic-lookingways,so asto resemble
anormalpartof the population.

Behaviour pro les aredirectly susceptibldo Sybil attacksMT chainsarealsovul-
nerablesincenew principalsmay initially agreewith your opinionsin orderto build
meta-trusthainsandthenstartto mislead.

4.2 Certi cation Agencies

A Certi cation Ageng (CA) is a specialtrustedentity which signsothers'public keys
to shaw they arevalid for usein the systemNotethata CA is acentralpointof failure,
andhenceundesirable.

Thereis an emeging consensushat Certi cation Agenciesin someform arere-
quiredto counterSybil attacks Douceur9] hasestablishedhatin theabsencef CA's
a Sybil attackcanundermineanyrecommendatiosystemIt shouldbenotedthatCA's



may beimplicit (for exampleCFSusesIP addressed)NS approachegmplicitly rely
onICANN asthetrustedageng) aswell asexplicit (suchasVerisign).

Castro[5] notesthat Sybil attackprotectioncanbe achieved by chaging for iden-
tity certi cates, or bindingthemto real-world identities,and suggestshatin practice
differentformsof CA areappropriatdor differentsituations.

FriedmanandResnick[10] recommendree but unreplaceabl@seudogmswhich
they call “oncein a lifetime ID's”. A CA is shavn proof of real-life identity before
issuinga single correspondindD. Anonymity is presered with blind sighaturesso
thateventhe CA itself doesnotknow themappingbetweernrealidentitiesandkeys, but
canensureit is 1-1. Namesare valid within different“arenas”(namespacesgsedfor
differenttypesof application)thisis atradeof betweeraccountabilityandanorymity.
Theauthorssuggesauctioningoff theID senerfranchise.

Beforereturningto Certi cation Agencieswe rst considersomepossiblealterna-
tivesfor regulatingthe creationof new identities.

4.3 RateLimits

Therehave beenseveral proposaldor waysto restrictthe rate at which attaclerscan
generatenew identities. A feasiblerate limit would be very usefulaswe could then
quantify how muchdamagea limited proportionof attaclerscando, andexpressthis
asanoverheadossexpectedby legitimateprincipals.

HashCash[3] addressethis by makingit computationallyexpensve to generate
ID's. To do sooneis requiredto nd a partial hashcollision, i.e. two numberswhich
matchin a given numberof bits after passingthrougha one-way function. Onenum-
ber can be derived from your e-mail addresqor in our case,public key, to presere
anorymity) sothatotherscan't reuseit. Douceur[9] alsoconsidersothertypesof re-
sourcegame,includingthosewhich requirebandwidthor alot of storagespace.

The problemwith all suchapproachegtaking computationpower asan example)
is thatthe puzzlemustbe easyenoughfor the slowestlegitimatenodeto solwe in area-
sonabldime, but hardenoughto seriouslyslow down adeterminedattacler. It doesnot
seemlikely thatthiswill bepossible particularlygiventhedisparitybetweerresource-
light mobilenodesandthe cost-efectivenes®f purpose-hilt cryptohardware.

Anotherpossibility suggestedy Eigentrust{14] andothersis to requirethe user
to solve a CAPTCHA [20] to receive anID. This is a tasksuchasobfuscatedicture
recognitionthat a humancan performwhich requirestoo much Al for a computerto
solve, therebypreventingautomatedattacks.The dif culty with this is thata central
components requiredto administerthe test;it is unclearhow it could be usedin a
distributedfashion.

For thesereasonave are not corvincedthat an effective ratelimiting solutionfor
identity generatiorexistsat present.

4.4 Entry Fees

FreidmanandResnick{10] describeseveraltechniquedor chaging nevcomersanen-
try feein orderto join thesystem.



Paymentcanbe madeto a specialageng or distributedamongsthewholepopula-
tion, for example.Of coursetheformeris not a decentralisedolution,andtakesutility
away from the participants.The shared-feesnethodhowever leadsto entitieslurking
in the systemin a dormantstatesimply to collectentryfees.

Thebiggestproblemistryingto nd an“optimal entryfee” whenpayofsarehetero-
geneousOneis facedwith a choicebetweerhigh registrationfees,which discourage
poor participantsor the needto setlow maximumtransactioramountsto keepthem
below thevalueof anidentity.

An alternative to entryfeesis for newcomerso “pay their dues”by acceptingpoor
treatmentrom principalswith establishegbositive reputationsFor examplethey may
have to pay up front, acceptshippingdelaysor higherprices.One problemwith this
is thatfor mary applicationst is hardto pay“in kind”. A scenarianay have arbitrary
non-monetaryosts for example. Anotherserioudssues thatcollaboratorsnight“pay
theirdues”to eachother

4.5 ENTRAPPED approach

Our approachis to make large quantitiesof fake ID's expensve, without needingto
chagefor areasonablaumberor limiting legitimateparticipantgo asinglelD. These
might bedescribedas“few in alifetime ID's”

We achievethis by allowing existing well-known companieswhomtheparticipants
have aprior businesselationshipwith, to actas(multiple) Certi cation AgenciesThey
have alreadyseenparticipants'real IDs and neednot chage a fee sincethis canbe
viewed as a “value-added’service.CA's useblind signaturedo presere anorymity.
Attackerswill nd it increasinglyexpensve to obtain moreidentities,sinceeachCA
will only issueoneandthey will run out of easy-to-obtairsources.

TypicalcompaniesnightincludelSP's,banks phonecompaniesytility companies,
thepostof ce, vehiclelicensingageng, passporageng, solicitors,Verisign,VISA and
largeshoppingchains. Thecostto attaclersis initially dueto the needto openaccounts
with companie®r payregistrationfees,andeventuallybecomeshe costof fabricating
acompletenew identity (forgedpassporetc)in orderto accesanothematchof ID's.

Making someidentitiesfreeis usefulbecausét ensures low costof entry. Allow-
ing usersto have multiple ID' s is very importantsincethey canusedifferentpersonas
for sensitvetopics,suchascommentingon a political forumthattheiremployeror state
might disapprae of. Usersmay choosehow they wish to partition their own identity
sincewe do not enforceparticularnamespacesn them.

The restrictionon CA's issuinga secondID is time-basedfor exampleone per
year Thisallows legitimateusergo discardandeventuallyreplacetheir ID' sif they get
stolen,say AttackerscangetreplacementD' stoo but only ata very slow rate.

Identity PresentationProtocol An ENTRAPPED identity is a vector which allows
signaturegrom multiple CA's to be presentet once.Eachprincipal alsohasa list of
CA's which they acceptasvalid. The following procesdescribesvhathappenavhen
anidentity is presentedo anothermprincipal:

1. Therequestes public key hasbeensignedby variousCA's.
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. CA's publishnominalvaluepairs(registrationfee, costof real-world credentials).

. Therecipientmasksoff CA's he/shedoesnt recognise.

4. ComponenCA valuesareadjustedaccordingto local policy (maximumamounts,
etc) andthena combinedID valuefunctionis evaluated.This could be a simple
sumof thecomponentspr it mightbesuperlineasinceextralD' sareprogressiely
harderto nd. It couldalsoinsistthatatleasttwo or morecomponentsnatch.

5. This valueis the costto the requesteiif their identity becomeaunusabledue to

low trustandMT. If non-zerojt indicateshe maximumrecommendetransaction

value.

w

Thethird stepis mostimportant— a matchis madebetweenthe CA's offeredand
thoserecognisedy therecipient.We anticipatea market for identity seners;agencies
will try to becomesufciently well known that the chanceof being mutually listed
is high. To facilitate commercewe alsorecommendan API for principalsto publish
which CA'sthey accept.This givesrequesters clueasto which identitiesthey needto
acquireandletsfriendslearnwhatis consideredaluableor reputable.

ENTRAPPED is suitablefor arangeof transactiorsizesfrom tiny (micropayments)
up to mediumvalue (a few $100).Freetransactionsrenot relevant, becausehereis
norisk. Largetransactiongreunsafesincethey mayexceedthevalueof identities,but
fortunatelyusersare generallyhapypy to usecornventionalcredit card mechanismsgor
these sincecorveniencds not soimportant.

We also ervisageTransactionGuarantors, which are Certi cation Agenciesthat
alsoprovide insurancefor actions,up to a transactiorlimit. Caremustbe taken over
timing attacks— distributedlocks are neededn identitiesduring transactionsAgain,
participantswill preferwell-known but alsolower commissioragencies.

5 The ENTRAPPED Platform

We now describeour solutionfor distributing trustinformation.Ourimplementationis
built from four maincomponentsa DistributedHashTable,a StatisticalCorrelator the
SCOP[12]eventssystemanda distributeddatabasef tablesstoredat eachnode.

5.1 StateTables

ENTRAPPED is designedo work with any DHT. We prefer Chord or similar, dueto
the availability of neighboursetsfor ef cient replicalocationandthe strongsecurity
constraintson routing table entries. Three-vay application-leel replicationand com-
parisonis usedto detectattemptshy anattacler to substitutfalseevidencefor a given
key (if they arelucky enoughto control the nodeit hashegdo). Eachnodeis respon-
sible for storing seven differenttables;their own personalobsenationstogetherwith
behaiour and meta-trustpro les for threeother principals.The DHT ensureghata
nodecannotpredictwhich subjectghey will be maintainingpro les for.
Personalobsenationsare the most direct and hencemost useful source.If they
exist they are used rst. Recommendationare fetchedfrom behaiour pro les and
weightedequallyfor eachrecommendingrincipal, exceptthosewhich areeliminated



by meta-trustMeta-trustpro les tell uswhatis known abouttheaccurag of therecom-
mendationgrom a particularprincipal. They arereplicatedanddistributedin a similar
mannerto behaiour pro les. Informationfrom meta-trustpro les is fed backto the
“global outlier” columnin behaiour pro les.

The format of behaiour pro les is shaovn in Fig. 3. Eachbehaiour pro le stores
acompletedossierabouta givenprincipal. For example Alice's behaiour pro le con-
tainsrecommendationaboutAlice madeby everybodywho hasinteractedwith her.
This tableis the only informationwhich is neededvhenone makesa decisionabout
whetherto performanactionwith Alice.

In the exampletable,principal David hasbeendetectedasa local outlier givenhis
unusualsuccessateof 95% (suggestindheis anaccompliceof Alice). Emily isn't an
outlier with regardto Alice but her meta-trustpro le hasreportedshewasunreliable
elsavhere,sowe have markedherasa globaloutlier. Theremainingrecommendations
from Claire,Bob andFredleadto anoveralltrustvalueof 6.7%.

Subject Witness Action Surcaigss (L)Cl)ﬁﬁ:ar 83?::
ALICE EMILY ECOM 50% 0 1
ALICE CLAIRE wn 10% 0 0
ALICE DAVID wn 95% 1 0
ALICE BOB wn 0% 0 0
ALICE FRED " 10% 0 0
ALICE Overall ECOM 6.7%

Fig. 3. Behaviour Pro®le Format

5.2 Data exchangebetweentables

Fig. 4 shavs how datais exchangedetweerthethreedifferentsortsof table.A row is
copiedfrom anobsenationtableto therelevantbehaviour pro le locationswheneera
new obsenationoccurs.The destinatioris lookedup usingthe DHT sothisis a point-
to-pointoperation(in facttherearethreereplicadestinationsof course).

Wheneer the datain a behaiour pro le changesthe rows with the sameaction
type arecomparedo detectoutlying recommendationgzor example,mostof the wit-
nessesnight reporta high proportionof successebut onewitnessmay statethatthey
hadmary interactionswith the subjectall of which werefailures.Suchawitnessis an
outlier andis markedassuchin the Local Outlier column.

Whenthe setof local outliersin a behaiour pro le changesthe row in question
is sentto the threelocationsof the meta-trustpro le for that withess.The meta-trust
pro le is usedto calculateglobal outliers. Thisis a moreaccurateneasuref whether
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recommendationshouldbe believed andit is actuallythe global outlier statethat is
usedto determinewhich rows in thebehaiour pro le areincludedin the overall sum-
mation.

5.3 Implementation

Fig. 5liststheparticipantsn asmalltestrun of 24 namedprincipals.For thistestthe 72
trusttablesall ranin separatg@rocessesn a singlemachine(althoughthey could have
beendistributed,of course).Our activity generatoassigndifferent“personalitiesto
eachprincipal,whichgoverntheirbehaiour. Thethird columnof thetableliststhetrust
valuescomputedby the systemfor eachindividual after approximately2500random
interactionshave takenplace.

As expected,good principalshave very high trust valuesand bad onesvery low.
In somecaseghey arenot precisely0 or 100%;this is becausechaotic principalsin-
troduceerroneouqrandom)recommendationCarelessprincipalsare con gured to
behae badlyonetimein ten,which leadsto trustvaluesof approximately90%.

Theright partof Fig. 5 showvs the obsenationtablefor principal Joe.Joes person-
ality is good;note he hasencounterednultiple failuresdealingwith Andy, Jamesand
Martin (all of whomarebad)andoccasionabneswith Alice andLucy (who areboth
careless).

Fig. 6 shavsthebehaiour pro le for principal Gray. Grayis colludingwith Henry
and Jessicaand indeedthey arethe only principalswho have reportedmultiple suc-
cessednteractingwith him. Vicky hasreportedone succes®rroneouslydueto her
chaoticnature.All threehave beendetectedas outliers, however, asindicatedby the
“Local” (outlier) column.They arethereforenot includedin the trust value computa-
tion for Graywhichis why his valuein Fig. 5 is reportedasanunambiguou$%.



PrincipalPersonalityTrustvalue

Alice Careless 87.5%
Andy Bad 0.7%
Becky Careless 91.0%
Bob Good 98.8%
Cathy Chaotic 91.5%
Claire Tricky 50.4%
Dom Good 98.7%

Gray Colluding 0.0%
Henry | Colluding 0.0%

James Bad 0.0%
Jessica | Colluding 33.3%
Joe Good 100.0%
Karen Good 98.8%
Laura Good 98.7%
Liz Good 100.0%

Lucy Careless 92.0%
Mark Chaotic 88.9%

Martin Bad 1.2%
Paul Tricky 49.5%
Rachel Good 98.8%
Ruth Good 100.0%

Sarah Good 100.0%
Vicky Chaotic 90.9%
Victor Good 98.8%

Fig. 5. Personalitiesand Obsewation Table Snapshot

Fig. 6. Behaviour Pro®le Snapshot



5.4 Action Corr elation

The power of trust-basediccesontrolis increasedf we canuseevidencegathered
from oneapplicationto bootstraprustin anotherFor example trustto access library
could be initialised from other library domains,from quali cations, or reportsfrom
emplogyers.A carhire rm could userecommendationsom othercar hire companies,
from equipmenthire, driving testreports,car insurancecompaniesgredit and police
records.

Trustfrom relatedapplicationds particularlyusefulwhena principal performsan
actionthey haven't done before. Otherwisewe would have to concludethereis no
relevantevidenceandfall backoninsuranceor the costof identity creation.

We supportaction correlationby distributing evidencefor different applications
within the sameframeawork. Principalscanspecifyin their context policy which actions
they considemelevantto others.They may chooseto publishthis (which is similar to
sayingthataccesdo a resourcecanbe grantedif onepresentgjoodresultsin certain
quali cations). They mayalsousedatamining on theraw evidenceto generateontext
policiesif desired.

We consideredbhut rejectedautomaticallyjjudgingwhich actionsaresimilarvia sta-
tistical correlationof obsenations.Eachbehaiour pro le would contribute onesum-
maryline to a notionalglobalactioncorrelationmatrix, with a columnfor eachtype of
action.Unfortunately to performPearsorlinear regressiontestson this matrix would
requireN t storageandN t? computationgor N nodesandt actiontypes.Additionally,
sincewe can't appointa centralauthorityto doit, the all-all communicatiorinvolved
in collectingthisinformationwould overloadthe network.

6 Applications

The ENTRAPPED architecturehaswide applicability; to demonstratehis we brie y
describewo broadapplicationareador which thesetechniquesreappropriate.

6.1 Collaborative Online Guidebooks

Our rst applicationareais the generalcateyory of collaboratve review systemsjn

which contributorssubmitratingsof places productsandso on. Thesemight include
movies, books,music,websitesandso on. Our work hasconcentrate@peci cially on

an AugmentedCity Guide[11] applicationin which userscanrate RestaurantsShops,
Attractionsand Amenities.Virtual post-it notesare placedaroundthe city describing
differentlocations.

Any numberof peoplecanrateeachplace;whenwe visit somavherenew the sys-
tem mustselectthe reviews that are mostlikely to be reliableandinformative, based
on their contribtutors' pasthistory The trustmodelis usedto determinethis. Selected
notesarethendisplayedo theuser

ENTRAPPED canonly be usedfor objectivemeasurement&.his makesit suitable
for modellingreview accurag but notthepersonatasteof otherprincipals(in thatcase
the comparisoralgorithmto nd outlying recommendationg/ould be meaningless).



As aresultwe do not assespersonapreferencesnlike somemusicrecommendation
systemsfor example.

The applicationhasone action which is decidingwhetherto display a note by a
given author (effectively the subjectprincipal in the “interaction”). If we choosenot
to, thereis zerocost.If the noteis displayedthe outcomesarethatit may be accept-
able or inaccuratecostsdependon the principal's aversionto the risk of misleading
information.

In this scenarioprincipalsare likely to have differentdegreesof reliability when
assessingifferentfeatureqarchitectureversusrestaurantspr example).This is acco-
modatedby classifyingtopicsinto separatéout relatedactions.An action correlation
matrix is usedto deriveinitial trustwhenprincipalsreview previously unobseredcat-
egories.

6.2 P2PDistributed Backup Sewice

A very promisingapplicationof peerto-peernetworksis to provide a distributed, re-
dundantle backupservice Clientscanchoosenhich sener(s)to entrusttheir datato,
within costor quotaconstraints\We assumedatais encryptedso that privacy is notan
issue.

Therisk analysisfor distributedbackupis atypical;insteadof a pairwisedecision
it is a generaloptimisationproblemto determinewhich sener(s) shouldbe chosen,
to minimise the chanceof arny databecomingunrecwerable.We may needto trade
storagespaceagainstadditionalreplicasfor safety Also we mayassigrdifferentvalues
to differenttypesof data.

Despitethemorecomple risk assessmeniye canstill useourevidencedistribution
framawork to determinesener reliability. Detailed obsenationscan be gainedfrom
periodicprobing,notjustin therareeventswhenwe needto actuallyretrieve data.

Measurementsf interestinclude availability (chanceof le retrieval in 15 mins),
failure probability (chanceof no le retrieval within 24 hours)andaccesspeedaver
agebytes/sec)Thesecanall betestedandcommunicatedia the evidencedistribution
mechanismIn practicea backuppolicy would thenbe usedto weight and combine
theseparametergogethemwith serverpersistencegits longevity sincejoining the sys-
tem)andservicecostbeforemakinga decision.

An interestingpossibility for making decisionsinvolving compaative risk (when
we may choosebetweendifferent candidatego interactwith) is to pick hostsprob-
abilistically, so that the more reliable oneshave the greatestchanceof beingchosen
andthe othersa smallerchance Comparatie risk could alsobe appropriatefor other
applicationssuchasmultiplayergaming.

7 Evaluation

7.1 Malicious Collectives

Fig. 7 shavs how our systemexposesamaliciouscollectivesover time. For this testwe
created10000principalsof which 2000 are hostile. The graphillustratesthe number



of successfubttacksthat have occurredafter a given numberof randominteractions.
We alsovariedthe maximumallowedsizeof maliciouscollectivesfrom 8 to 64 princi-
pals.The numberof maliciousprincipalsin all casegotal 2000,sofor examplewith a
collective sizeof 16 thesearesplit into 125independentolludinggroups.
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Fig. 7. Time evolution of attacks from malicious collectives

Thegraphshavs thatin all casesattacksstartat a linearrateof 20%, sincenoneof
theattaclershave beendetectedlt startsto level off whenthereareenoughlegitimate
obsenationsto identify someof thecollectives,andnotlong thereaftethe attackshalt
altogethersinceall the attackingidentitieshave beenexposed Note thatfor the same
numberof hostileprincipalsit takeslongerto detectthem(hence moresuccessfuht-
tacks)if they areorganisednto largercollectives.

7.2 Threatanalysis

We now describeour threatmodelby enumerating large numberof differentattacks,
with somenotesasto how they canbe neutralisedThe attacler knows the parameters
of thesystemandcantunehis parameterto manipulatdrustandmeta-trustWe cannot
preventall attacksfrom succeedingbut we canensurethatall attackscostan attacler
morethanthey bene t them(soit isn't possibleto make apro t by cheating).

Human error is a major problemwith securitysystemsgspeciallyif usersmust
createtheir own policies. ENTRAPPED helpsto avoid this becaus¢he maintrustcom-
ponentsaresharedgveryoneis working from the samedata,hencealthoughdecisions
aremadeautonomouslyhe samecorepolicy canbe usedfor mostclients.Examplesof
usercontrolledcon gurationparameterarepre-trustegpeersandrisk sensitvity.

Software error is a problemwhich scalesbasedon the size of the TCB. We can
counterit with simplicity andby providing stratgiesfor recoseryin theeventof anex-
ploit. Thetimeoutson useridentitieshelpensurethey canbereplacedf compromised.



Identity theft hasa well-de ned meaninghere— it is achiezed by breakinginto
anothemachineand harvestingthe privatekey (we assumepassphrasegre not used,
or if they arecanbe obtainedaswell by keyboardsniffers).

Routing attacks targetthe P2Poverlay network, andarecounteredy the useof a
secureDHT.

Bad guysareprincipalswhich alwaysbehae badly, makingthemthe easieskind
of attaclerto spot!

The Newcomer attack consistsof a principal who joins the system,performsa
single bad interaction,andthenleaves. A strongerversionof this is the Basic Sybil
attack, in which the attacler employs a long seriesof badly behaed principalswith
throwaway ID's. We counterwidespreaddoptionof bothof theseby economianeans,
dueto “few-in-a-lifetime” certi ed identities.

TheWaiting attack consistsf performinga seriesof goodinteractionsn orderto
build up a positive trustvalue,andthencheating A strongewersionis the Oscillation
attack, wherebythe principal switchesbetweenwell-behaed and hostile modesin
an attemptto manipulateits own trust value. In a variantwhich we call the Mixed
behaviour attack, theprincipalchooses mode(cooperat®r defect)for eachseparate
interactionprobabilistically Againtheobjectiveis to manipulatdheirtrustvalueto stay
justbelow thethresholdfor identi cation asa badguy.

This hasbeenstudiedin the context of the Eigentrust[14] project,in which the
mosteffective probabiltyof defectingwasfoundto be50%(in thiscasetheir simulation
measuredhat 28% of all interactionsn the systemwere actually successfuattacks).
In defencethis strat@y comesat a costto the maliciousnodes sinceperformingsome
goodinteractionamay be undesirabldor them; however this is application-dependent
andwill notalwaysbethecase.

Miscon guration andChaotic behaviour attacks leadto eitherrandomor con-
stant,incorrectbehaiour.

Carelessnesss not strictly speakingan attack, but may be even more common
in practice.Carelesgrincipalsare generallygoodbut suffer from “trembles”, which
meanghey will occasionallybehare badly by mistale (at random).Our systemis able
to distinguishclearly betweercarelesandbadprincipals(in factin the experimentof
Fig. 7 the“good” principalswereall modelledascarelesd 0%of thetime).

Peerspeci ¢ attack: Pseudopmity shouldpreventan attacler matchingthe real
identity of principalsandhenceattackinga namedtarget (but seeconcernsunderpri-
vagy attackbelow). Howeveranattackingnodemighttry apolicy whichinvolvescheat-
ing only a subsebf otherprincipals(sayarbitrarily thosewhoselD's equal0 modulo
4), sothattherestgive it goodrecommendations.

A Collusion Cligue is anattackon therecommendatiosystemusingfalsepraise.
All principalsin a clique behae badly, but provide artici ally goodrecommendations
for eachother

Collusion with Supporters is a moresubtleapproachwherebyjust one principal
behaesbadly, andthe othersin the collective simply recommendt (they may them-
selvesnot performary actionsor performgoodones,dependingon the application).
Note that systemswhich do not have a separateneta-trustconceptsuchas[14] never
discover supportersmakingthis attackmoreeffective.



Collusion with Camouflageis a combinationof supportersand mixed behaiour
in which theactive principalonly misbehaessomeof thetime (andthe supportersot
atall) in orderto try andescapealetectionwhilst makingapro t.

Defamation consistsof attackinga goodprincipal's reputation.This attackis one
reasonwhy we cannotsimply treatary negative recommendationas proof that the
subjectis bad(anotherreasoris tremblesasdescribedindercarelessnessbove).

An Indir ect Sybil attack involvesa streamof colluding recommenderboosting
thetrustof onebadly beharedprincipal; A General Sybil attack mightincludemary
teamsof colludingrecommenderandarbitrary numbersof badly behased principals.
Thesearebothlimited by identity certi cation.

Privacy attack: Behaviour pro les reveal a greatdeal of information aboutthe
interactionpatternfor a principal. If they canbe correlatedwith someexternal piece
of known data(perhapsa shipmentof a certainsizelast week,or an expectedpattern
of suppliers),a correspondencwith a real identity might be establishedEven with-
out this, anorymous“shoppingpattern”information canbe collected,correlatedwith
known demographicandprincipalstreateddifferentlyon this basis.

ENTRAPPED providesa partialdefenceagainsiprivacy attackshy maskingoff prin-
cipal ID's in behaiour pro les whenthey are madevisible to the network. The sta-
tistical trustvaluecalculationonly requiresthatusersknow the patternof interactions,
not who obsered them. Only the threereplica nodeswho are randomly assigneca
givenbehaiour pro le canseetherealnodelD's. Dataintegrity is ensuredsincethe
identity-masled copiescanbe comparedijf the patternis notthe samethentampering
hasoccurred.

Denial of sewice attacks are possibleat the network layer, DHT layer, evidence
distribution layer, and/orapplicationlayer. Caremustbe taken so that DoS againsta
third party cannotmisleada targetandcausancorrectdecisiondo be made aswell as
merelypreventingactions.

We have alreadyseenthat Resource costs (CPU, storage ,connectvity) for each
nodeareacceptableA largerissueis thatof Deploymentcosts In particularacritical
massuserbasamayberequiredfor adequatéunctioning.Our systemhelpsaddresshis
by warningwhenthereis insufcient evidenceto make adecision.

8 RelatedWork

Abdul-RahmarandHailes[1] haveidenti ed similarconceptdo trustandmeta-trustas
well asrecommendationandtrustcategories(their namefor trustin differentactions).
However they have a very basicnotion of trustvalue,with only a few possiblestates,
andthelack of anef cient distribution systemmalkestheir trustchainsandrevocations
uncorvincing.

AbererandDespotwic [2] presentanefcient, scalablepeerto peerevidenceloca-
tor, basedn their “P-Grid” datastructure They monitor“complaints”betweerprinci-
palswhich have interactedand provide a numberof replicasof the informationtuned
to provide acceptabldault-toleranceUnfortunatelythey don't considerroutingattacks
or differenttypesof action,anddon't distinguishtrustandmeta-trust.



Thework by Xiong andLiu [21] is similarto our own. They adwocatethe useof an
overlaynetwork to locatewhatwe call behaiour pro les, in a peerto peerervionment.
Their implementationusesa P-Grid. They alsorecognisethat recommendershould
not be believedto anequaldegree,but rely on a cachefor this informationratherthan
distributing meta-trust.

The Cooperatie File System[7] (CFS)is not a trust-basedystem but hasmary
relevantpropertieslt is built on a DHT (Chord).Files aredivided into blockswhich
arereplicatedon severaladjacensuccessorsf thekey value.CFSdoesnt useCA's, so
disk quotasareenforcedper client IP addressEachsener appliesthe quotarule inde-
pendentlysothemaximumstorageper|P addresincreasetinearly with the numberof
CFSseners.This couldbe x edby applyinganadaptve limit basedn the numberof
senersin thewholenetwork. CFSestimateshetotal numberof nodedy extrapolating
from the nearbynodedensityin thering.

TheEigenTrust[14] projectis closesto ourapproachin particularusingbehaiour
pro les in muchthesameway. Thisis donein the context of a le-sharing application.
It solvesthe problemof nding trustchains(transitive trust) by iteratively multiplying
a global trust matrix until it corverges.We believe this createsa scalability problem,
however. Everyonehasto participatein calculatingthe globaltrustin lock step,which
createsnter-dependenganda lot of communicationNo distinctionis madebetween
trustand meta-trustthe algorithmrequiresa setof globally pre-trustecpeersto break
attacksby maliciouscollectives.

9 Conclusion

We have createda mechanisnfor the distribution of trust information, using a Dis-
tributedHashTableto storestatisticalBehaviourPro les.

The systemreturnsall that hasbeenobsenred abouta given principal in log N
steps.All trustvaluesare pre-computedanddo not requirea processof corvergence
over multiple iterations.Thereis a distributed, sharedevaluationof the accurag of
recommendation@neta-trust) Trustandmeta-trustrerepresentedistinctly.

Thesystendoesnotdependn cachegwhichrequirelocality of referenceamongst
accesseg)rtrustchainswhichwe have shavn cannotbefoundef ciently . It is scalable
to verylargepopulationstheresno centralisecomponentnho multicastmessagesnd
thestoragerequirementpernodearemodest.

The systemappliesto ary kind of evidence-basedpplication.Certi cation Agen-
ciesareusedto protectagainstSybil attacksby creating“few in alifetime ID's”. Mul-
tiple CA's aresupportedvia vectorID's. Finally it hasbeendesignedo bereliablein
thepresencef arangeof deliberateattacksandto protectparticipantsprivacy.
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