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THE REAL STATE OF EMERGENCY - THE UK ISNOW A POLICE
STATE ON PAPER

About this guide

Thisis the second draft, dated 8 January 2002. It amsto be comprehensive rather than covering things
in depth, readable yet legally precise.

Updates will be made availabl e a http://go.to/ta2000 which incl udes conditions of use & for copying of
thisdocument and the full version of the ATCSA 2001 in two files for easy downloading and printing.

The first people to be given * jail minustrail” before the new Anti-Terroriam Crime & Security Act
2001 had even been published. Whilethere are a number of briefingsdealing with what was still a bill in
Parliament, there is little other than “ on message” Home Office briefings on the Act. In fact, given
that there have been no subgantid cases setting precedents or guides clarifying provisions of the
Terrorism Act 2000, we are not likely to see much about thi sabominable set of laws for sometime yet.

This cannot be alowed to happen — we cannot alow these laws to become permanently entrenched.
Hopefully this guide will simulate informed debate and enough oppostion in time for the review in
April 2003 for mog of the Act to be repealed then.

Reasonabl e doubts

Moments after posing by monuments to those who ’died for freedom’ on Remembrance Sunday, certain
hypocritical British politicians went back to planning the biggest destruction of freedom gnce those
soldiersdied.

It is no understatement that the Anti-Terrorism, Crime & Security Act 2001 (ATCSA or ‘the Act’)

puts in place powers characteristic of apolice state. So why are these laws worthy of such criticism and

not a proportionate response to the atrocitiesin New Y ork? Quite simply some of them are so broad that
they give free reign to the executive without the possibility of meaningful review by the courts. Some of
the provisions meriting the greatest concern are:

« Indefinite internment for fore gners without trid or proper lega scrutiny;

« Allowing the Government to transpose European laws on terrorisminto our law by order for the
next 9x months;

« Duty to inform the police of any radicd activiti es or face prison;

« Forcing communications providers to back up users’ dataso it can be viewed by the state if
they fdl into suspicion a alater date;

« Allowing police to use force to photograph any detainee and to keep the photos indefinitely and
pass them onto forei gn police;

« Allowing police to removefacial coverings in any areawhere there might be a crime;

« Creating a UK wide paramilitary police force, and

« Allowing the Home Secretary to extend, if hethinksfit, any of these powers by decree.

Unaurprigngly there are a couple of sensible provisons in the legislation which few could disagree
with. In particular there are provisions to tighten up the law on foreign corruption, extend the law on
hoaxesto incl ude those i nvolving Nuclear Chemica or Biologicad (NCB) weaponsand tighten up the law
on radi oactive weapons.

Being seen to be believed

However, a lingering suspicion remains that the Government wants to be seen to be “ doing
something” to respond to the terrorig atacks of September 11; passing laws a home is cheaper than
changing poli cy abroad which may have dangerous consequences for important tradi ng interests.

With the Prime Minister’ s spokesman boasting that we aready have “ some of the toughest laws
anywhere inthe world” and Home Secretary Blunkett confirming that there is gill no intelligence of a
specific threat to the UK, there is real doubt that this law needed to be passed. The truth is, the
mandarins a the Home Office have used the Act as a Trojan horseto get into law al the dodgy proposals
a the bottom of their filling cabinets

Because much of the Act amends and extends other legid ation rather than being new | egislation itsdf, it
is not only concentrated but it is a0 very difficult to undergand, particularly without the other acts it
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refersto in front of you. It hasan extraordinarily large impact both on many satutes and on fundamental
legd principles because of thisdoubl e strength and indeed its length. Asaresultitishardly surprisng a
month was quite i nsufficient time for Parliament to consider it careful ly.

From bottom drawer to key law

Some civil libertarians supported the principl e of permanent anti-terrorism legislation on the grounds that
if nothing was in place, when there was an emergency, legidation would be rushed from the Home
Secretary’ s drawer and turned into law without proper scrutiny. They thought if permanent terrorism
laws were debated and put in place when there was no rush or pressure, the resulting laws woul d be far
better. This argument has been blown out of the water by the legal reaction to September 11. Worse
still, the next timethere is an attack, UK anti-terror law can and no doubt will be extended by secondary
legislation meani ng even | ess debate and timeto oppose it.

It is quite shameful that UK of al countries is leading this race to the bottom for civil liberties Our
colonid pag has sown the seeds for human rights abuses dl over the world. For example, sedition laws
from thetime of colonia occupation in Malaysia and Israel are gill being used to persecute di ssidents for
their bdiefs. Now, in our desireto’ modernis€ our ancient and esteemed system of law, to bring it
up to date with the latest events, we will become a beacon of hopeto despots in the darkest corners of the
world.

Commentary

The Act iswdl over 100 pages long so it is best to just print out the contents pages and then, using the
guide beow, the sectionswhich concern you most.

PART 1— Terrorist Property

Section 1 relates to the seizure of cash believed to be connected to terrorism by giving effect to Schedule
1. This Schedule replaces sections 24 — 31 of the Terrorism Act despite the fact they have not been
really used yet.

Section 3 gives effect to Schedule 2 which amends the Terrorism Act’ s provisions on deding with
property sugpected to have some connection with terrorism to make it even more draconian. It places
incredibl e burdens on financia bodies to report any suspicion transactions. The duty isabsurdly wide for
two reasons Firstly thetrigger of “ reasonable grounds” isvery low and effectively creates offence of
strict liability. Secondly the definition of terroriam isincredibly indeterminate and it will be a long time
before it isclarified much in the courts.

[Schedule 2 is very technica and will be expanded upon in the next draft of this guide if there is demand
forit.]

PART 2— Freezing Orders

Section 4 all ows the Treasury to make freezing ordersfor up to two years allowing accounts to be frozen
if belonging to someone outsde the UK and if (part of) the UK economy is threatened or dternatively
someone’s property or life isthreatened. Thisisa much wider trigger than that in the Emergency Laws
Act 1964 which it replaces.

The orders bind UK citizens and companies even if they are abroad. The orders would have to be
confirmed by Parliamentary vote

PART 3— Disclosure of I nformation

Section 17 dlows the public bodies to disclose an enormous range of confidentia information to law
enforcement agencies in connection with (proposed) criminal investigations anywhere in the world.
Schedule 4 sets out the list of laws which contain disclosure provisons which this part extends: up to
now information obtained under these laws could only be used for the purposes the origind law was
made, e.g. hedth & safety, agriculturd subsidiesor patients’ heath.

There are no checks or audits let alone procedures to inform individuals or businesses that their
confidentid information is being passed around let alone any judicial supervision of the process as a
whole. While the Government did introduce a safeguard in s17(5) that any disclosure had to be
proportionate to “ what is sought to be achieved by it” , thereis effectively no one to check up on this.

Section 18 creates the other supposed safeguard which allows the Government to direct that information
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shall not be disclosed in reation to secified oversess proceedings. However directions can only be
made where it isfet that it would be more suitable for an investigation to be carried out or jurisdiction
exercised in the UK or a third country, the forum conveniens principle. There is no provision for
discl osure bans to countries or security services with poor human rightsrecords.

Section 19 replicates the effect of section 17 with regard to information held by the Inland Revenue and
Customs.

Section 20 brings in another supposed safeguard: the* dud crimindity’ rule. This means that for a
criminal investigation abroad to count as one for which information can be disclosed, the crime being
invegigated abroad would d <o be a crime if carried out in the UK. However snce the UK dready has
“ some of the toughes laws anywhere in the world” this would include conduct which would be
equivaent to offences such as not disclosing information to the police. In short another unsafe
safeguard.

PART 4— Immigration & Asylum

Indefinite | nternment

Section 21 permits the Home Secretary to certify any foreigner asan “ internationd terrorig™ if he or
she decides they are arisk to national security and that they are a terrorig. Given that thereis a risk
inherent in everyday activities and that the courts have a very hands-off approach to matters of
* nationd security’ , dmost anyone could fal foul of thisthefirst part of the test.

* Terorid’ isdefined differently in sub-section (2) to the Terrorism Act. It isnarrower in that only
those concerned in internationa as opposed to domestic terrorism count as a terrorist. The House of
Lords tried their best to make this section cover domegtic terrorism (i.e. foreignersinvolved in domestic
terrorism, not UK subjects concerned in terrorism) but failed; the Government was concerned of the
impact this might have on the peace process in Northern Ireland.

However there are other alternative ways you can be classified as a terrorist. If you beong to, are a
member of or have links to an “ international terrorist group” , you also count as a terrorist. An
internationa terrorist group does not have to be proscribed under the Terrorism Act; it is Smply any
group which is firstly subject to the control or merdy influence of people outside the UK and secondly
one that the Home Secretary suspectsis concerned in terrorism. Links are defined in sub-section (4) as
supporting or assisting an international terrorist group; the origind bill was widdy criticised for not
doing so.

So if the Home Secretary suspects you support agroup which he sugpects engages in some terrorism, you
are a risk. With the help of a repressive regi me back home, most asylum seekers are a risk from such a
stunningly broad power.

Section 23 dlows internationd terrorists to be detained. Section 24 provides for internationa terrorists
to apply to the Special Immigration Appeals Commission (SAC) for bail. Section 26 requires SAC to
undertake reviews of each caxe every six months or where there has been a change of circumsance. It
a9 allows arefugee to make an apped to SAC after the initia determination of the Home Secretary.
The gandard required for a successful review is that SAC does not agree with the Home Secretary’ s
suspi cions.

Section 28 setsout the duration of this proposa. These provisions supposed to | ast for 15 months and can
then be extended (like you redly can believe they won't be after the’temporary’ PTA) on ayearly basis
thereafter. Section 29 stops any court examining the legdity of any detention, including judicia review.
Thiseffectively removes the protection of the rule of law from vulnerable refugees.

Section 30 refers to the derogation to Article 5(1) of the European Convention on Human Rights— the
derogation is contained in a gatutory indrument — and provides that matters relating to the derogation
can not be examined in any court or tribunal other than SIAC. The fact that the UK is the only country in
the developed world intending to derogate from basic human rights norms shows how littl e the culture of
human rights has entrenched itself in our public life.

Exclusionsfrom therefugee convention

Section 33 allows the Home Secretary to certify that the protection of the Refugee Convention does not
apply to someone making an appeal to SIAC. The Convention does allow in certain circumstances the
denid of protection, however whether these apply should be decided by a tribunad not the Home
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Secretary.

Superior court of record

Section 35 makes SIAC “ superior court of record” , making it equal to the High Court in its lega
standing rather than just being another quasi-judicia review body. Thisgivesit greater powers to review
the Home Secretary’ s internment decisons and was the main concession the Government offered in
this part. Because theinternment power is drafted so widely, however, this safeguard is of little effect or
indeed importance.

Treating refugeeslike criminals

Section 36 alows thefingerprints of any refugees, even those who have proved their case and have been
alowed to stay in the country, to be kept for 10 years. Thissends out aclear message: you may be in our
country, you may be no longer facing imprisonment in a‘ reception centre  but we are still going to
treat you asa criminal suspect.

PART5- Race& Redigion

Section 38 extends the provisions brought in by the Crime & Disorder Act 1998 imposng tougher
sentences on certain crimes (assaults, crimina damage, public order offences & harassment) aggravated
by racid hatred to those dso aggravated by religious hatred. Section 40 increases the maximum sentence
from two to seven years. Thisis law changing for the sake of it; judges are unlikely to impose sntences
much above two years as

Commentson the previously proposed religious offences

The Government backed down on proposals to create new crimes of inciting religious hatred as the Lords
felt their proposed safeguard of publishing guiddines for prosecutions did not nearly go far enough.
However the * opposition’ parties did say that they were willing to consider this proposa in a less
rushed fashion as a separate bill; the Government responded saying there was no legislative time
availablefor the foreseegbl e future.

The fundamental problems with the origina proposals were firgly that religion involves opinion whereas
race does not, meaning clamping down on free speech. Secondly, under the origina proposals even if
you did not intend religious hatred to be girred up by what you say, it is enough under the proposd s that
it islikely such hatred will result. So, for example, you could have been criminalized if you pointed out
that a certain religion has a practice or belief which is abominabl e to modern society.

The dternative is to extend libel lawstoinclude‘ grouplibels as at present if someone damages your
representation by reference to a social or politica group you are in, thereis no remedy. Thiswould only
work if our libel law was made less draconian and brought into line with other countries such as the
USA. Setting up a Human Rights Commission, which UN human rights bodies have just said the UK
urgently needs and extending di scrimi nation law would a o help.

PART 6 - Weapons of Mass Destruction

The law relating to NCB weapons is tightened up in Part 6, notably it brings the law on nuclear and
biol ogical weapons into line with that for chemica weapons. Thereis of course a gate opt-out allowing
the secretary of state to license whatever use or development of these weapons that they wish. Thisis
without reference to responsibilities to international law, particularly humanitarian law and recent
treaties. Other than this, Part 6 can be supported by almost all.

PART 7 - Security of Pathogens & Toxins

Part 7 clamps down on security a laboratories where certai n dangerous subgances, lised in Schedule 5,
are held. Forces their owners to notify police of what they hold, pay for reasonable security costs and
alow police to vet their employees. These powers are so extendve that they amount to a licensng
scheme for these laboratories. A Pathogens Access Apped Commission would be set up rather than
alowing the courts to rul e on di goutes.

PART 8 - Security of Nuclear Industry

This part allows the specid Atomic Energy Authority Congabulary (UKAEAC) police to operate
anywhere it is necessary to safeguard nuclear materias being transported or within 5km of any nuclear
site in the UK. Thiswould allow them to police protessagainst nuclear fud / wage trangports especidly
if they started becoming as large as those in Germany.
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The security of civil nuclear Stes is tightened up by Section 77 which alows the Home Secretary to
regul ate them. Section 79 is very draconian and makesit an offence to discl ose any information or thing
which might prejudice the security of any nuclear ste or materia. This does not include mog nuclear
waste as it is not “ fisdle’ . Section 80 specificaly prohibits disclosures of uranium enrichment
technology.

PART 9— Aviation Security

While the purported aim of this part is to ensure the security of airports it is dmost certain that the
offences in it will be used mainly againg protesers. The existing offences reating to unauthorised
presence a an airport or on an aircraft woul d become arrestabl e offences and the maximum fine for those
convicted of them would increase. A power to remove such intruders is proposed, which could be
exercised by a wide range of people at arports

With airports becoming politicised these provisions will be their equivalent of the * Crimind Jugice
Bill” of the mid-90s. The Government is clearly scared of the progpect of activists sopping flights
containing forced deportees, for example by refusing to sit down for take-off, not to mention the prospect
of environmentdigsand locds trying to stop the building of Termina 5 a Heathrow.

There are d S0 powers for the Home Secretary to make regulations concerni ng those providing security at
airport and for arcraft to be detained if those operating them have not complied with security rules or if
thereis athreat of aviolent act onboard.

PART 10— Police Powers

Finger printing and other examination — full body profiling

Section 90 would insert a new section 54A into the Police And Criminal Evidence Act 1984 (PACE)
increasing powers to take fingerprints, search and examine (i ncluding looking for marks ““ features and
injuries” ) suspects. Section 89 has the same effect on the regime for terrorist suspectsunder Schedule 8
of the Terrorism Act.

Exiging powers dlow the police to fingerprint, etc. you in certain circumstances to ascertain your
identity if you have been arreged. These Sections would alow police to do o to see if you were not a
particul ar sugpect and generdly make it easier for them to justify use of these powers.

Photographing by force

Section 92 would insert a new Section 64A into PACE allowing police to use force, including that
necessary to remove any “ item or substance” (so would include fancy dress masks and face paints), on
any part of the head to take photographs of anyone detai ned at apolice station. Since there is aready a
power to do this in relation to terrorig suspects under the Terrorism Act, the purpose of this section is
clearly to level down the ordinary criminal law to the extremesof anti-terroriam laws.

The photographs could be kept with few controls and they could be disclosed to law enforcement
agencies world wide if they were needed for a crimina invegigation. There are simply no safeguards
providing for the destruction of photos if the detainee is not convicted or regarding the handing over of

photos to forei gn agencies. The effect of these provigons will beto encourage the police to arrest many
peopl e on flimsy grounds so that they can photograph and exami ne them to make keeping tabs on them
easer.

Removal of disguises— toupeesthreatened?

Section 94 would insert a new section 60AA into the Crimina Justice and Public Order Act 1994. It
would allow police to remove any facia coverings or disguises in a specified area for 24 hours foll owing
the order of asenior police officer. Thereis no provision for sensitivity regarding religious articl es.

The senior officer could make an order if they suspected crimes might be committed in the area over the
next 24 hours! |s New Labour so convinced by its propaganda on crimina justice that it thinks most
areasin the UK are crime free? Or does this mean that we will be forced to remove anything covering
our faces a times so the automatic face-reading CCTV a every corner can scan our mass of faces for
those whose risk profiles sugges aneed for *  preventative containment’ ? We are all data fodder now.

Paramilitary police for all

It is proposed in Sections 98-101 that the British Trangport Police (BTP) and the armed Ministry of
Defence (MoD) police will be able to assist other police forces if they are asked to. In other words the
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MoD policewill be the first national paramilitary police force who could come in very useful at times of
unrest. Schedule 7 makes it easier for the BTP and authorised civilian employees of the Srategic Rail
Authority to carry firearms.

PART 11 - Retention of Communications Data

This part concerns the retention of data such as which numbers you have phoned or have been cdled by,
who you exchange e-mail with and which webstes you visit. Few people redisethat it d o can include
the information you type in on web pages, for example when you use a search engine. All thisviolates
the basic principl e of data protection that persona data shoul d not be held for longer than is necessary.

The Home Secretary will be explicitly authorised to publish codes of practice for communications
providers who will make it known to them “ in such manner as he considers agppropriate’ , i.e. the
public don’ t get to find out what it will say. The code of practice will not be legdly binding so there
would be a reserve power for the Home Secretary to make binding directions. However this reserve
power will run out after two years if it is not used, unless an order is made extending it. The
Government’ s discretion regarding compensating companies for the cost of soring all this data is as
extraordinarily wide: “ as much as [the Home Secretary] thinksappropriate” .

The Regulation of Investigatory Powers Act dready dlows for wide ranging powers of surveillance.
This part merely forces communicati ons providers to back-up communi cations so that if someone comes
tothestate sattention it can not only monitor that individua’ s communicationsnow and in the future
but also in the past.

PART 12— Bribery & Corruption

Thispart clarifies the common law 0 that the offence of bribery can be committed in relaion to non-UK
officids and gives our courts power to deal with bribery committed abroad by UK nationas and
companies

PART 13— Miscellaneous

Eur o-law becomes our law

At present only European Community measures such as banana sizes can be implemented in our law by
statutory instruments, which can be passed after 90 minutes of discussion in parliamentary committee.
This proposal would allow third pillar measures (Jugice and Home Affairs, including the Schengen
Information System) from the European Union, of which the European Community is the economic part,
to become UK law without a proper debate in Parliament. These could include new crimes, new
reductions in rights agai ng the police, or even the harmonisation of our criminal law in anew euro-code.

In one of its largest concessions on the Act, the Government agreed that this power would only run until
July 2002 and that it would only cover matters rel aed to terrorism. This provision will allow theEU’ s
new extradition and anti-terroriam proposas to be implemented quickly simply and without proper
debate or scrutiny.

Noxious substances nasty sentences

Section 113 creates a very wide crime of ud ng a noxious substance. The definition borrows much from
the text of the Terrorism Act but failsto clarify what © noxious' means. It could, as Liberty point out,
mean a environmentaist who threatened to use pesticide on GM crops could face up to 14 years in
prison.

Hoaxing

Section 114 extends the law of bomb hoaxes to include NCB wegpons as opposed to jus explosive
devices. While this does close a legd loophole, the maximum pendty of seven years is too high.
Fortunately therewas no attempt to make the offence retroactive, probably because there were no mgor
hoaxes

GCHQ expands

Section 116 dlows GCHQ (the UK’ s spy service which does the eavesdropping) to conduct operations
abroad and confirms acts done here which are or are intended to be done towards equipment abroad
count as being done outside the UK. Thiswould mean that if they hacked into aforeign computer from a
terminal in the UK, there would be fewer controls as the act was deemedto © happen’ entirely outside
the UK.
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Failingto confess

Section 117 creates an offence of falling to provide information. This is different to section 19
(* disclosure of information: duty’ ) in the Terrorism Act, which only applies to information obtained
through work and to suspicions that certain terrorist crimes concerning dealing with property have been
committed.

The Section would insert a new section 38A into the Terrorism Act, which would recreate the notorious
section 17 of the old Prevention of Terrorism Act with the same maximum pendty of five years. It
would be an offence not to report to the police information which might be of ©° material assgance’ in
preventing acts (this includes the mere threat of terrorism) of terroriam anywhere in the world or which
would help detain or convict someonein the UK for acts of terrorism. Information has to be given to the
police as soon as‘ reasonably practicable  and there is a defence of having a“ reasonable excuse
not to disclose.

What makes thisoffence so worrying is the lack of definition or rather the indeterminacy of key € ements
of the offence notably what is terrorism and a reasonable excuse. While there were very few
prosecutions under the old law, it was used frequently as a threat to make people become informers or
carry out the will of the gate. It sa gick the police can use againg many people and tool to create a
permanent gate of paranoiain minority communities.

Border controls— nowthe‘ borders areeveywhere

Section 118 effectively make people and goods travelling by air within the United Kingdom subject to
the same anti-terrorist powers as internationa travellers and those travelling between Northern Irdand
and Great Britain. Schedule 7 of the Terrorism Act al ows any person to be detained for up to nine hours
or any goods or property for seven days without police or cusoms needing to give or indeed have any
reason. Section 119 further alows police to collect information on passengers from any aircraft or ship
travelling within the UK.

Dirty weapons
Section 120 seems to widen the offence of weagpons training inthe Terrorism Act to include radioactive
wegpons. Essentidly this means now that lo-tech * dirty bombs’ , which explode causing radioactive
contamination but without any nuclear reaction, are included. The definition of biologicd wesgpon is
clarified slightly.

PART 14— Supplemental

Section 122 - seven members of the Privy Council to make report within two years on the Act. Any
section of the Act condemned in the report would lgpse s x months later unless Parliament gets round to
debating the report.

Section 124 has to be read to be believed. It dlows certain minigers to make any order by statutory
instrument they wish which they fed is necessary for the purposes of this Act — that is reference to the
purposes in the Act’ s preamble. For example, if terrorists started hijacking trains, an order could be
made extending the anti-terrorism powers relating to air travel to ral travel. Other possibilities are:
internment being extended to UK citizens the 2006 sunset provision on the interment power being
removed; disclosure information offences being extended to cover non-fissile nuclear waste (0 covering
nuclear waste transports) and extens on of the higher sentences for hate crimes to hatred of political and
ideologicd groups (i.e. “ terroriam” ).

The remaining Sections in this part are merely technica provisons Section 127 provides that mog of
the Act came into force the day it was passed. Part 1 (Terrorist Property), Part 7 (Security of Pathogens
& Toxins) and Part 12 (Bribery & Corruption) come into force on a day soecified in a gatutory

instrument, while sections 84 (removal of arside intruders) & 87 (air cargo documents) come into force
two monthsfrom when the A ct was passed.

Definition of “ terrorism”

Terrorism, under section 1 of the Terrorism Act 2000, is

1) isthe (i) “ use” OR(ii) “ threat” of action;

2) which (i) involves serious violence against any person, (ii) involves serious damage to pr operty

(ili) endangers life, (iv) creates a srious health / safety risk to a section of the public, or (v) is
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designed seriously to inter fere with or seriously to disrupt an dectr onic sysem,

3) (i) involvesfirearms or explogves, (ii) is designed to influence the gover nment, or (iii) is designed
to intimidate the public or a section of the public;

4) isfor the pur poses of advancing a(i) political, (ii) religious, (iii) or ideological cause.
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